Setting up a VPS Server

--For beginnersl!

(This document is optimized for VPSLink Service, but can apply to some other services as well)
By Ricky Bryce — Irving, Illinois

Note: There are many ways to register a domain name, and configure a server, and there are
many services that allow you to do this. This document will express my personally preferred
methods, and can act as guidelines for those of you wishing to configure your own server.

Disclaimer: By continuing to read this document, you agree to hold no one liable who writes, publishes, or modifies this
document in any way (even negligence) Although I've taken steps for this document to be accurate, it is YOUR
responsibility to verify any information before using this document. This document could be out of date due to
improvements and changes made to websites, and to the Linux Operating System. Security is also YOUR responsibility. Do
not read this document if you do not agree to these terms. This document is for general guidelines only.

Introduction: This document is written to help you set up a Linux server using VPS Link. This
document will show you how to register your domain name if you don't already have one, how to point
it to your VPS IP Address, how to install your Operating System on the VPS, and how to configure
your server. This document will be written in modules, so you will need to access the main document
at LearnAutomation.com for an index of all modules.

What is a virtual private server (VPS)? Many virtual servers can run on a single hardware server,
each of them acting as an individual 'server' within the hardware server. This means you are your own
administrator, and have access and control of all files on your virtual machine almost completely as if
you would have with a standard dedicated machine. The advantages are that a virtual server costs
much less than a dedicated server, and are generally more secure than shared hosting on a single server
with a single operating system. The disadvantages are that you are sharing some resources, such as the
processor time with other users on the system. Typically, an individual starting out would use a very
small amount of resources anyway, so a VPS might be a great choice.

What would this cost me? This depends on which server you chose. The services at VPS Link are
typically around $15/month for a Link 2 server if paid yearly. You will also have the cost of your
domain name, which is usually around $10 a year with services such as godaddy.com. This document
is actually written by using a Link 1 server, but Link 2 is recommended.

Managed vs. Unmanaged: On a manged server, software is used to assist you in administration. This
software usually requires a licensing fee. This document will show you how to set up an unmanaged
server, and you will be doing the administration yourself without purchasing a proprietary software
license, or installing software that takes up your drive space.
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Registering your Domain

Before we get the VPS set up, let's decide what domain name you are going to use. Examples of
domain names are “myfirstandlastname.com” or “mylastname.com”. Try to pick a domain name that
is easy for people to remember. It's possible you might be using this domain name for your own email

as well “me@mylastname.com”

Now, that you have decided what name you wish to register, let's see if that domain name is available.
The service I prefer is godaddy.com, but there are many others. Depending on the type of domain
name you wish to register, the cost will probably be around $10/year.

1) Let's get started. First, go to godaddy.com, and set up an account (As I said, you can use any
registrar you wish, but this document is based on my personal preferences, to keep things
simple). Register your preferred domain name. If your preferred name is already taken, you can
keep trying until you find a name that is available. When you register the domain, you can skip
all the extra features they try to sell you (unless you see any that catch your eye) At some point
during the registration process you may be asked for DNS servers, and should have the option
to use the parked name servers for now. We will need to come back later and adjust the DNS
information.

B My Account Logout 1§

T

Customer # or Login name:

Pazsword:

Forgot wour pazsword?
reste & Mew Sccount

2)

Write down the password you used to log into godaddy.com with!! We will be using several passwords
throughout this document, so you will want to keep track of them!

Username

Password
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Register your VPS Account

There are many VPS providers. I believe Godaddy even has their own VPS servers, but my personal
preference is VPS Link. I've been very happy with their service, and have tried many of them. You
may be able to get by with a Link 1 VPS (using Xen) for around $6 or $7/month if paid by the year, but
it could be slow, and the services you run may be limited, so if you can afford the Link 2 for around
$15/month (paid by the year) or a little more, that would be better for you. I strongly recommend you
use Xen Technology instead of OpenVZ based on my experience. You will be given the option when
you are signing up, and it might default to OpenVZ, so be careful.

If you follow the Link below (click the VPSLink icon), and enter the referral code, MJDCDJ , you will
receive a 10% discount. I will also get some service credit for referring you, so I would appreciate you
entering the code if asked. While setting up your account, you will be asked to enter the domain name
you wish to associate this account with. This will be the domain you registered with godaddy on the
previous step.

Note: VPSLink has instant provisioning, so you should get an email with your account
information within a few minutes.

Click this icon to receive the 10% discount!

+vpsiink

10% OFF: MmJDCDJ

When you get to VPSLink, Just click “Order Now”

FCOMNTACT SALES FSITE MAF  F CUSTOMER LOGIN

* SUFFPORT [ ORCER MO ]

Write down the password you used to log into vpslink.com with!! We will be using several passwords
throughout this document, so you will want to keep track of them!

Email (username)

Password
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Install the Operating System

Next, you must choose an operating system to install. This example will use CentOS 5. That's
“Community Enterprise Operating System (version 5)” This is a very stable operating system. Again,
you can choose another distribution, but in this document, I'm just giving examples of my own
preferences to get you started. If you are unfamiliar with Linux, and choose a different distribution,
you could get lost very quickly while trying to follow this document!

Go to cp.vpslink.com, and enter the username and password you gave when you signed up for the
VPSLink service.

Now, you must install the OS

=

Install 05

Choose your Operating system, and submit your choice. Here we are chosing Centos-5-1386-LAMP.
This package will consume around 700MB of your virtual hard drive. LAMP = Linux, Apache,
MySQL, and PHP, which is a common configuration for a web server.

Operating System to Install: I centos-5-i386-LAMP (534.05ME) j submit |

Be sure the installation was successful, and, go to your VPS Home.

)

Home

Write down the IP address for your Virtual Machine. We will need this to configure your DNS later on.

IP address: &6.249.9,205

—

Manage Server tanage Billing Manage DS Get Support Order Mew Server Referral Program
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Configure DNS

Now that we know your server's IP address, we need to go back to godaddy.com to set up the DNS
servers. Here, we will use the Total DNS Control method. If you don't have that option with your
registrar, then you will need to use the DNS servers provided to you by your VPS provider (in this case
VPSLink), then your VPS provider should have a way for you to configure the DNS.

Realize this procedure can change, but here is the basic concept of what I usually do.
1) Log into godaddy.com

2) Click Domains | My Domains

I Domains ¥ Hosting & Servers v

Renew Domains

Aszign an AccountExec

3) Click the Domain you wish to modify. (Click the text of the domain name)

15 Domains (0 Selected) Refresh List

f | Domain Hame

[T BRYCEFAMILY COM

4) Follow the “Nameservers” icon:

ey W - » & = il @

Cazh in Upgrade  Renew Forward Contact § Hameseruers | Account Change  Delete Selected

5) Choose “Hosting Nameservers”, and hit OK (Note: You might have to hit OK a second time to
confirm)

Set Hameservers

. Parked name=servers (Fark my domains here))
0 Hosting nameservers (Host my domains here )

. Custom nameservers [| host my domains elsewhere.)

6) You may need to wait a few minutes for the changes to take place.
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7) Now, go to Total DNS Control

live [Refresh Page) Hame Servers: (Last Update 811952008
Al MSST DOMAINCONTROL SO
i MSS2 DOMAINCOMNTROL .COb
Forwarding:
il Domain is not forwarded.
cked [Change]
#2000 Total DHS: [ &vailsble)
2010 [Renew Mo ARecord @ 20588323376
! CHAME miail brycefamily .com
Ch
LAn CNAME  www @
abled Change Status CRAME ﬂp @

add by Email o il [aTat el i T
Tatal DS Control and kX Records

8) You can configure your DNS records similar to those shown here, but use your own domain,
and your own IP address.
brycefamily.com

Import/Export ~ | Check Zone Records | | Advanced Mode | | Return to List |

[ & (Host) [ Add New A Record |
v Host Points To TTL Actions

r a B 249.8.205 1 Hour [%]

=] CHAMES (Aliases) Reset to Default Settings | |  Add New CNAME Record |
v Host Points To TTL Actions

[T mai brycefamily .com 1 Hour EI

[ wvnewe ] 1 Hour EI

[ fp ] 1 Hour EI
(=] mMx (Mail Exchange) | Reset to Default Settings | | Add New MX Record |
v  Priority Host Goes To TTL Actions

[ 0o ) brycefamily.com 1 Hour EI
TXT (Text) | AddNew5PFRecord | |  AddNew TXTRecord |
SRV (Service) [ AddNew SR¥YRecord |
AAAR (IPYVE Hosts) [ Add New AAAA Record |
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9) Note: The DNS change could take a couple days to complete now. Especially if you attempted
to access your domain before this step was complete.

10) Now let's verify your domain is working (This is an optional step). Wait about 5 minutes, then
go to the command prompt, and type “ping” then hit the space bar, and type your domain name,
then press enter. You should be getting replies from your IP address. In this example I'm
attempting to ping BryceFamily.com. You can see the IP address resolves properly, and I'm
getting a response from the server.

S WINDOWS' system32h cmd.exe

F:~Documentsz and Settings“Ricky Brycelping hruycefamily.com

Pinging! brycefamily.com [66.249_.9_ 2851 with 32 hyutes of data:

Reply from 66.249.7.205: hytes=32 time=78msz TTL=58
Reply from 66.249.9.205: huytes=32 time=187m=z TTL=58
Reply from 66.24% .9 .2085: hytes=32 time=183ms TTL=58
Reply from 66.247.9.2085: hytes=32 time=97msz TTL=58

Ping statistics for 66.249.9.205:

Packets: Sent = 4, Received = 4, Lost = B {B% loss),
Approximate round trip times in milli-—=seconds:

Minimum = 2Ym=. Maximum = 187m=,. Average = 18ims

11) Now, we need to generate a reverse DNS request so your IP address can be resolved to your
domain name. This is mainly for the purpose of the mail server, so the remote servers can
verify you are who you say you are. Ifusing VPSLink, go to cp.vpslink.com, and log in using
the email and password you used when you registered with VPSLink.

WPSLink Control Panel Login

Emailnddress:"

Pazzword: I

Luginl

Forgot vour password?

12) Click “Get Support”

s

N B U =

Manage Server Manage Billing Manage DM5 et Support Order Mew Server
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13) Enter your VPS Username and password again.

Support Login

Flease enter your email address and WP SLink

E-mail;
Fazsword:

Lcnginl

Forgot your passwaord?

14) Click “Reverse DNS Request”

VPSLink Support Center

VWelzcome to the support section of YPSLnk.com. Here car
requests.

* Create a Support Ticket - Submit a ticket if you encounter
around the clock, every day of the year, to ensure your WP

E Reverse DNS Request - Submit a Reverse DN Request]
» Ticket History - “iew and respond to tickets,

» Cancel Package(s) - Cancel WF5Link service.
15) Enter the domain name, and submit query.

VPSLink 1 - 66.249.9.205 - ethernetsupport.com
[55.249.9.205 - currently; MNone ]

new vallue: |brycefamily.com

Submit[]ueryl
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16) You are done! You will get a message when they have made the DNS entry. If you made the
request on a weekend, it will probably be Monday morning by the time your request is
complete. If you made the request during their working hours, the request could be complete
within a few hours.

Thank you for submitting your support request.

Your ticket number for this request is 610491, Y¢

We will begin working on this request as soon as
contact with you shortly.

17) Once you get a message that your reverse DNS entry is complete, you can go to a site that will
check the reverse mapping, such as http://remote.12dt.com/ Enter your IP address, and see if
the IP address now maps back to your domain.

Lookup an IP Address

Enter IP Address: [56.249.9.205

Lookup |
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Log into Your Server

Now you are ready to log into your server to start configuring it for your own preferences. You can do
this from the VPSLink Control Panel, but some find it much quicker to use a program called “PUTTY”
in Windows. If your home computer is Linux or Macintosh based, you can simply use the terminal.

1) To download PUTTY, follow this link:

http://the.earth.li/~sgtatham/putty/latest/x86/putty.exe

If the link is not clickable, you can simply paste it into the address bar of your web browser, or do a
simple google search for putty. When downloading PUTTY, you can just place it on your desktop for

€asy accCess.

Cy

pukty.exe

2) Now you can double click PUTTY, and enter your domain name as shown. If the DNS servers
have not yet updated, you can still log into your server by entering the IP address instead. Hit

“Open”
2 PuTTY Configuration |
Categony:
B- S_essin:nn Bazic options for pour PUT T zeszion |
5 T:"" L.Dglglng Specify the destination you want to connect to
- Termina
o Keyboard Host Mame [or IP address] Poart
Bl Ibryu:efamily.u:nm |22
: i Features Connection ype:
EI Windl:uw i~ Raw © Telet © Rlogin ™ SSH  Serial
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3) Now, you will get a warning. Just hit “Yes”
x

'T WARMNIMNG - POTEMTIAL SECURITY BREACH!
< The server's hosk key does not match the one PUTTY has

cached in the reqistry, This means that either the

server administrakor has changed the host key, or wou

hawe actually connected to another computer pretending

ko be the server.

The new rsaz key fingerprink is;

ssh-rsa 2048 99:bl:de:c3: 1F:63:04:F2: 72 3d:56:05:29:41:17:8:

If vwou were expecting this change and trust the new ke,

hit es to update PUTTY's cache and continue connecting.

If wou wank to carry on connecting buk without updating

the cache, hit Mo,

If you want to abandon the connection completely, hit

Cancel, Hitting Cancel is the OMLY guaranteed safe

choice.

4) Now you can log in as “root” with your password. If you are using VPSLink, you can use the
password you provided to them to log into your account. Other services might send you a
password to use for the root account.

2008 from 71-i

»alhost -

6) You are now ready to administer your VPS machine!

7) Write down the username and password you used to log on as root! This is your administrator
account.

Username: root

Password

Page 13 of 78



Setting Your Host Name

You registered your domain name, so now we will set this up on the server.
For this example, I'm going to assume you are already logged in as root using PUTTY.

1) From the root prompt, type: cd /etc/sysconfig

(CD = Change Directory) Then you need a space followed by the directory we are changing to
(/etc/sysconfig)

2) Now type vi network
(VI1is a text editor) Then we need a space followed by the file we want to edit (network)

3) Now, edit your host name. You can use your cursor keys to navigate to the location where you
will be changing the host name, then press the letter i to insert text.

4) Now set your host name as shown (be sure to use your own host name though)

Lf’ root@localhost: fetc/sysconfig

rycefamily.o l‘lI‘l:'l"I

! Bl

5) Now you must save your changes.
1. Press the escape key on your keyboard (upper left) (This will escape the insert mode,
and put you back into command mode.)
2. Now press :wq  colon, then w for write (save), and q for quit (exit).

Page 14 of 78



6) Next, we need to edit the host file. Type cd /etc/

7) type vi hosts

8) tap “i” on your keyboard for insert mode.
9) Using your arrow keys, move to the very end (right side) of the last line in your hosts file.

10) Now press ENTER on your keyboard to go to the next line.

127.0.0.1 loes ost localhost. localdomain

11) Now enter your IP address followed by a tab. Then your server alias, then tab, and server name.
Use the example below to help you. Your file will be similar to this one. (Be sure to use your
OWN IP Address address and domain names.

#? ricky@brycefamily:/etc

2t localhozt. localdomain

bryoefamily.com wuw.bryeefamily. co r:'l

12) Now we need to save the file:
1. Press ESC on your keyboard to enter command mode.
2. Now Press :wq (colon, then w for write, and q to quit.)

13) Now you are ready to reboot. Just type reboot at the command prompt, and close PUTTY.
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Adding Users

Now we must add users who are going to utilize this server because we don't want to always be using

the root account. You will want the users to have a strong password consisting of numbers and letters,
upper case and lower case. For example, if you have a username of john, and the password is simply

set to 'password', someone can easily gain access to that account (and probably eventually will!)

1) I'm going to assume you are logged in through PUTTY using the root account.

2) Adding users to your machine can be accomplished with the adduser command. Type the
following (substitute 'username' for the name of the user you are adding).
Type adduser username
Later, if you want to delete a user, you can do this through the userdel command

3) Now, we need to set the password for the user you just added.
Type: passwd username (again where username is the name of the user you are changing the
password for.

4) Now, you can type exit, and log back into your VPS using a username and password that you
created for yourself. This is going to be more secure because you are not always running as the
root user. Once you log into your standard user account, you can use the su command to
become the super user (root) at any time

;_f" root@brycefamily:~

login: Tue Lug 19 16 49 2008 from 71
3 1ily ~]H

word:

tion tokens updated succo

5) Type exit to leave the terminal window.
6) Write down the username and password of the standard user you just created!!!

Username
Password
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Install Packages/Updates

For this example, I will assume you are logged in as a standard user (a user you created with the
adduser command earlier. We are going to be installing some packages, and getting some updates to

your system using the “yum” command.

1) To update packages, we'll first become the root user, which is also considered the super user.
Type su from your prompt to become the super user. You will be prompted for the root

password.

;_f’ ricky@brycefamily: /home/ricky

nily.com' s password:

r~1% su

2) Now, we'll update the machine. Type: yum update

3) Type 'exit' once the update is complete to drop back to a standard user, then exit again will leave
the terminal..
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Apache (WebServer)

By default, Apache should work as-is. In fact, if you open your web browser right now, and type your
domain name into the address bar, you should get a test page. Let's try this to make sure the Apache
server is up and running. Since the CentOS package was already set up in a LAMP configuration, you
should not have any trouble bringing up the test page. If you were to create an index page in

the /var/www/html directory, your page would display instead of the test page.

We are wanting the ability, however for our server to host multiple web pages with multiple users, so
we are going to have to configure virtual hosting in the Apache configuration file. Other features such
as directory protection can be configured as well, but this lesson is just going to show how to get the
server running for multiple websites.

How many different web pages can Apache host? This depends on how large the page is, and the
amount of dynamic content. A VPS with 10 Gigs of drive space and 128Megs of RAM (with 256M
Swap) using the XEN hypervisor would probably be sufficient to host 25 personal web pages or more
depending on how much traffic those pages get, how much drive space they use, and how much
dynamic content they have.

Let's configure the server!
1) First let's log in to your server using a standard username.
2) Now, let's type su to become the root user. (press enter after each command)
3) Next, we need to enter the Apache configuration file. To do this, type cd /etc/httpd/conf then
type vi httpd.conf (CD changes to the proper directory, and vi is your text editor, so you are

editing the httpd.conf file.)
|* rlckylmhrrcefamllr fetc/httpd/conf

assword:
f:51 z008 from 71—

arycefamily ~]15% =su

y =

family rickv]# cd fete/httpd/cont
[LDDtHhL"FPI1m1l" confl]# wi httpd.LunII

4== k)
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4) Hold CTRL + F until you reach the bottom (end) of the file. (Control and F at the same time)

5) Using your arrow keys, move your cursor up until you reach a line stating “#NameVirtualHost
*:80” (This is about 20 lines above the bottom of the file)

;_f’ ricky@brycefam tc/httpd;/conf

# Use name-based wirtual hosting.
i
NatmeVirtualHost *:50
#
OTE: NameVirtualHost cannot be used without & port specifier

#
# (e.g. 80y 4if mod =51 iz bheing used, dus to the nature of the
# 3514 prDtﬂcgl_

6) Tap “i” for insert mode, then press the del key on your keyboard to delete the # sign. The #
sign makes a line of code inactive, so by deleting the # sign, we are activating the VirtualHost
feature of Apache.

7) Now press the esc key on your keyboard to go back into command mode, and cursor down
about 13 lines to #<VirtualHost *:80>

8) Count the number of lines from #<VirtualHost *:80> to #</VirtualHost> There should be
around 7. This is the number of lines we are going to yank and paste in the next few steps.

9) Be sure you pressed esc in in the above step, so you are in command mode, then type 7yy This
will yank 7 lines of code. If you counted a different number of lines from #<VirtualHost *:80>

to #</VirtualHost>, then use that number instead of 7.

10) Now we are going to past our code we yanked at the bottom of the file. Cursor down (with
your arrow keys) to the bottom of the file.

11) Tap “i” for insert mode.

12) Cursor to the right as far as you can go, then press enter a couple times.

13) Press esc to get back to command mode

14) Now hit “p” to paste the lines that you yanked earlier. Yanking the 7 lines and pasting them, we

just duplicated the original 7 lines. This way, we will always still have the original 7 lines of
code (which are currently inactive) while we modify a copy of those 7 lines.
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15) Now you are starting to get familiar with the vi editor. Just hit “i” to insert text, and esc will
return you to command mode where you can save your work, yank and paste, and many other
commands that are available in vi. We are going to modify our copy of the code we just pasted.
Using the example below, try to modify these 7 lines as shown, adjusting them for your own

needs. Notice I am adding an extra line called ServerAlias. You may want to do the same as
well.

Almost any A i ive way go into a Wi cont:

# The first Vi . on iz used for

Server

wample. com

nple. oot

=)
log common

earnantomation. com
entRoot /S hor i fpublic html/

riame www.h family.com

ilvy.com
nily.com-error log

log combined

16) Now, we need to save our work. To do this press esc on your keyboard, then :wq (colon
followed by w, for write and q, for quit.

17) Note: If you are going to point other domain names to this server to host web pages, you would
want to add the new user to your Linux system using the adduser and passwd commands as
shown earlier in this document. Then you would simply yank these 8 lines, and adjust them to
reflect the domain name, and directory location for the new user. The first virtual host is the
default, so if a person enters the IP address of your server into the address bar of the web
browser; the first virtual host should be the one displayed. Apache uses host headers to

determine what directory to serve. This means it goes by the host name entered into the address
bar of the web browser.

18) Now we need to create a directory for the user to store their page in. As you can see from the
configuration file in this example, the location of the web page for brycefamily.com needs to be
in /home/ricky/public_html. The reason each user needs their own public_html directory is
because we are later going to configure the FTP server for that user, and each user will only

have access to their own directory. We will create the folder, and web page in the next few
steps.
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19) We already added some users in a previous lesson, so let's make sure each user we added has
their own folder in the /home/directory. Type cd /home to change to the home directory.

20) Now type Is (list)

v rickyl]l# cd fetc/htopdd/cont
v conf]# wi h nt

conf] # od Shome/
r home] # 1=

[rootibryoefamily home] # I

21) Looks like we are good to go here. When the user “ricky” was added, a folder was
automatically created in the home directory. We do need to make the folder “ricky” available
for apache to access. To do this, type chmod 711 ricky (substitute the username you are using
instead of “ricky”’) To fully understand the chmod command, you can do a simple google
search, but we are simply entering a binary code for 3 different types of users, and giving them
read, write or execute permissions. For example, the first number is 7 which is 111 in binary, so
you are giving the user himself read, write, and execute permissions. The second number is the
group permissions 1, which is 001 in binary, so everyone in the group the user is in only has
execute permissions. The last number again is 001, so others will only have execute
permissions.

22) Now we need to go into his home directory, and add the public_html folder that apache is
looking for. Type cd ricky to enter the user's directory. (again use your own username instead
of “ricky”.

23) Now type mkdir public_html to make the directory the user will store his web page in.
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24) Type Is -al (optional step) Notice the folder public_html is owned by root, and is set up for the
root group. That's because we created the folder as root. We need to set this folder up so ricky
owns this folder, and it's in ricky's group.

[root@lr amily home]# chmod 711 ricky

[roo stnily howe] # od ricky

[ro amily ricky] # mkdir publ ic html
rickyl# l=z -al

ricky 4 o Aug 2

root

ricky
ricky ricky _
ricky ricky b1 . 7 .bash profile
ricky ricky : b . 7 Cbashre

root 403 bug 2

25) Type chown ricky public_html

26) Type chgrp ricky public_html

27) Now, type Is -al You will see that “ricky” or your own user and group now owns the folder.
ky ricky

root
ricky

rickwy

v ricky 4096 fw

28) It looks like the permissions might be OK, but you can type chmod 755 public_html to be
sure.

29) Now let's become the user “ricky” so we don't have that problem. This way any file we create
will be owned by “ricky”.
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30) Type su ricky You will notice the # sign on your cursor became a $ indicating that you are no
longer the privileged user.

[rootibhryoefamily ricky]# =u ricky

[tickylibryoefamily ~] 3§ I

31) Let's enter the public_html directory. Type cd public_html

32) Now we are ready to create the first web page, and save it.... By default, apache looks for a file
named index.html, or index.php to serve. We'll just create a simple index.html file. The vi
editor can do this for us. Just type vi index.html

33) Tap “i” for insert mode, and create your page as shown:

#* ricky@brycefamily:~ /public_html

le>This iz my Page!!'</t

34) Hit esc on your keyboard, then type :wq to write the file and quit.
35) Now type exit to get back to the root user.
36) Because we changed the httpd.conf file, we need to restart apache.
37) Type /etc/init.d/httpd restart
Note: In this example, the host file was not set up properly, so apache displayed a warning that the

domain name could not be determined reliably. If your host file is set up properly, apache should start
and stop with out this warning. We configured the host file in the section “Setting the Host Name .

[ ]

Gtarting httpd: httpd:
domain natne, using brycefamily.com for Serverlasne

k)

[rootibryoefamily ricky] #

k)
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38) I made a change to the host file, and now it is properly configured. This time, when I restart
apache, I do not receive the warning.

efamily 1:|1.Jl:|li|:'._ht.rnl]$ vi index.html
Bboryocefamily public html] § exit

fhrycefamily ricky]# Sfetc/init.d/htopd ¢
nping httpd:
arting httpd: httpd: f 1d not reliasbhly determine the =
domain name, using br amily.com for 3 Hame

[roctlbryoefami

nping httpd:
~Ling httpd:

bar.

File Edit Wiew History  Bookmarks

- 'vi.:J )’\‘_“
= & Ledl (L

’ izetting Started [ Lakest Headlines

Hello World!!

40) Congratulations! Your web server is running!
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Webmin (Web Administration)

Now, we are going to provide ourselves with an easy way to administer the server graphically. This
document will assume you are logged onto your server as a standard user using PUTTY.

1) Type su to become the super user.
2) Now, we need to copy a link from the latest version of webmin. We will get a link to the RPM

file since this is a redhat based system. Go to webmin.com, and let's see what the latest version
is.

Hao

Download Webmin 1.43!]]

@ RPM |
@ Debian Package
[@ TAR file

3) It looks like the latest version today is 1.430. Click the link for the RPM file.

4) Click cancel, because we do not want to save the file to our own machine.

Opening webmin-1.430-1.noarch.rpm ﬂ

You have chosen ko open

webmin-1.430-1.noarch.rpm
which is a: RPM File
from: http:ffvoeel.dl sourceforge. net

~ What should Firefox do with this File?

" Open with Browse. ., |

[ Do this automatically For files like this From now on.

Ok l Zancel ||
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5) Right-Click the direct link, and copy the link location.

6) In PUTTY, type RPM -Uvh (then space) then right click and paste the link location.

[rootibhrycefamily etc]# rpm —Uvh http://internap.dl.sourceforge.net,/sourc

7) Press ENTER, and webmin should install. This could take a very long time (an half hour or so)
on slower systems, but when webmin is finished installing, you will be returned to the
command prompt.

family ete]# rpm —-Uwh http: /S internap.dl.sourceforge.nets/sourc
admin/webmin-1.430-1.noa 1. Cpin

wternap.dl.sourceforge. net/sourceforge/ wvebadmin/ webmin

HESARHRAHEERARREHERARRRRHHRARRRRHHERARREHE [

Tou can now login to http://brycefamily.com: 1000

k)

word.
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8) Now, let's test webmin. Open your web browser, and type http://brycefamily.com:10000 into
your address bar. That's port 10000 (ten thousand) You will substitute your own domain. Be
sure to put a colon “:” between your domain name and the port #.

¥ Mozilla Firefox

File Edit Miew History  Bookmarks  Tools  Help

@ i @ ) ﬂ | W http:/ fbrycefamily, com: 10000 |

’ Getting Started E,L Latest Headlines

Login to Wehmin

You must enter a usermame and
password to login to the Webmin
SEMNVEF ON brycefawmily. con.

Username |

P assword |

Login | Clear |

™ Rermember login permanently?

9) Enter root as your username, and enter your root pasword to log into webmin. If you have a
small VPS machine, logging in could be slow.
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10) Now, let's set up encryption for webmin, so we are not sending out the root password in plan

text.

1. Under the Webmin Category, click Webmin Configuration
Login: root
& webrmin

Backup Configuration Files
Change Language and Theme
Usermin Caonfiguration

i B

Webrmin Users

2. Now click SSL Encryption.
<3g

a5l Encryption

3. Download and install the Net::SSLeay Pearl module.

Module Index SSL E

The Met::S35Leay perl module does not appear to be installed on your system. To insta

&lternately, you can have Webmin{download and installthe required Net::S5Leay Perl

4. Verify the transaction was complete.

Transaction Sumnmary

Install 1l Package(s)
Tpdate 0 Package(s)
Remowe 0 Package(s)

Total dovmload size: 297 k
Dovmloading Packages:
Purnning rpm check debug
Purnmning Transaction Test
Finished Transaction Test
Transaction Test Bucceeded
Purming Transaction

Installing: perl-Net-3S5Leay EESEAAEEFaFAEnaangiEssy [171)]

Installed: perl-MNet-53Leay.i386 0:1.3E-1.el5.r
Completea!
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5. Now, we need to set webmin to use the encryption we just installed, so go back to Webmin
Configuration in the navigation tree on the left.
Lagin: roat
& webmin

Backup Configuration Files

Change Language and Theme

Llsermin Canfiguration
Webmin Actions Log
{"Vebmin Configuration)
Webmin Servers Index
Webmin Users

6. Go back to SSL Encryption.
ool Encryption

7. Choose to Create a Certificate.
S5L settings

Current certificate

PeclP cerificates RONTT R LY
This form can be used to create a new S5 key for yvour Wwebmin senver.

Upload cerificate

Create S5L key
Server name

' Any hostname @ |br§,.f|:efamily.n::|:|m

8. Populate the fields on your form to create the SSL Key, then click “Create Now”
9. The key should have been successfully created.
fodule ndex Generate Key
Successfully generated the following S3L key.
10

. Return to Webmin Configuration

- Feturn to Webmin configuration
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11. Go back to SSL Encryption

ool Encryption

12. Choose to enable SSL if available.
SSL support

Private key file Ifetu:,hwebmin,"minisew.pem |

Certificate file ' Same file as private key

o ENE |

- Feturn to Webmin configuration

13. Save your settings.

11) Now, you will be asked to accept the certificate into your web browser. If your browser
complains about the certificate, you may need to add an exception. Look at your screen
closely. There should be a way to continue anyway. If you are using IE, there may be a bar at
the top of your browser window to click on. We are not going to worry about getting the
certificate signed by a trusted authority for this lesson.

Unable to verify the identity of brycefamily.com as a trusted site,

(A

——  Possible reasons for this errar:
- our browser does nok recognize the Certificate Authority that issued the site's certificate,
- The site's certificate is incomplete due ko a server misconfiguration,

- fou are connecked ta a site pretending ko be brycefamily,com, possibly to obkain wour
confidential information.

Please naotify the site's webmaster about this problem,
Before accepting this certificate, wou should examine this site's certificate carefully. Are wou

willing ko to accept this certificate for the purpose of identifving the Web site
brycefamily, com?

{Examine Certificate. ..

' Accept this certificate permanently
™ Accept this certificate temporarily for this session

" Do not accept this certificate and do not connect ko this Web site
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12) Now, access your server by entering https://brycefamily.com:10000 (substitute your own
domain) Notice the letter 's' after http. This means you are accessing a secure site.
efamily.com {Cent0% Linux 5.2) - Mozilla Firefox

Bookmarks Tools  Help

‘ﬂ} W https:/fbrycefamily, com: 10000/

13) Webmin is now configured, and ready for the root user to utilize.
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MYSQL (Database Server)

MySQL is a database server, and plays a major role in dynamic web pages, such as guestbooks and
forums. This lesson will walk you though how to set up a MySQL Database for your user.

1) Before we do anything with MySQL, we need to log into your server using PUTTY, and set the
root password for MySQL. This password does not have to be the same password as your
Linux system account. I'm going to assume that you are logged in as a standard user.

2) Now, type su to access super user priviledges.

3) Now, type /etc/init.d/mysqld start to start mysql server. Notice the 'd' after mysql (daemon)
Here you can see I typed the command incorrectly the first time. Later on, we'll configure
MySQL to start automatically when the virtual machine boots.

;_f’ ricky@brycefamily:/home/ricky
login as: ricky
ickyihryocefamily. com
WMed i 0:19:42  from 71-533-4-2Z10.static.aldl.mi.charter.com

‘init.d/wmysgl start

4) Now, type this command. mysqladmin -u root password Gr8Us7 Obviously, you will
substitute Gr8Us7 for the password you wish to use. In the future if you wish to change the root
password, just use the same command, but type a -p after mysqladmin, and you will be
prompted for the old password before the new password is active.

5) Now let's install phpmyadmin into the server, so users can access their databases. Just type
“yum install phpmyadmin” at the command prompt for root.

6) You will be asked to verify it's OK to install the packages, then you should get a message
stating the install is complete.

Installed: phpmyadmin.noarch 0:2.11.8.1-1.el5.rf
Complete!

[rootlbhrycefamily ricky] #
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7) Next, we will need to set a directive in the apache configuration file to allow users to access the
phpmyadmin program we just installed, so they have an easy way to administer their database.
Type cd /etc/httpd/conf/

[rootlbryoefamily ~]# od / fhttpdfcanf.

8) type vi httpd.conf to edit the apache configuration file.

[cootfbhryoefamily ~]1# cd fetc/httpdi/cont
[rootlbryocefamily conf] # vi httpd.nunf.

y=

9) Hold Control + F (control and F at the same time) until you reach the end of the file. This is
where our custom configuration is located for virtual hosting.

10) Tap “i” for insert mode.
11) Use the up arrow key to move above our first virtual host entry, and the virtual host example

we used when configuring the virtual hosts in the Apache lesson. You will place your cursor at
the end of the line maked NameVirtualHost *:80 as shown.

st cannot be used without a port specifier

o . 2]l iz heing used, due to the nature of the
3L protocol.
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12) Press the enter key a couple times, and add the directory directive as shown.

Order allow,deny
Lllow from all
lirect n:nrg-*i:—l

—TT

Narnew 1 £ L Cannot
1l iz heing u
prDtDﬂDl.

13) Press the escape key on your keyboard (esc) to return to command mode.
14) Type :wq (colon, then w for write, and q to quit)

15) Restart apache by typing /etc/init.d/httpd restart

ngil.comw' s
n: Wed hug
tlirvingil ~

ingil conf] #
lirvingil conf] #(/
ing httpd:
httpd:
ngil conf] # I
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16) Now, let's give our user a database they can access. To do this we can go to webmin, and under
servers, click MySQL Database Server. Remember, we set up webmin earlier, and to access
webmin, just go to https://brycefamily.com:10000 (substitute your own domain)

Login: root
@ yWabmin
@ Systern
E servers
Apache Webserver
BIMD DMS Server
CW'5 Server
OHCP Server
Dovecot IMARP/PORS Server
Fetchimail Mail Retrieval
Frox FTP Proxy
LOAR Server
Majordomo List Manager
IMFSQL Database Server |

OpenslP Server

17) Now, login with the root username and password which you set up earlier in this lesson., and

save your changes.
MySOL Login

Login |r|:u:|t
Password IM
Sanve

18) Create a new database.
e MySQL Databases

Select all. | Invert selection. | Create a new database.

r I rmysgl I test

information_schema

select all. | Invert selection. Ereate a nenw datahase.]

Drop Selected Databases
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19) I'm going to create this database as ricky main. This helps me to determine which databases
belong to specific users, and also helps to group the databases together by username. We'll let
the users create their own tables. Click “Create” once you have the database name in place.

New datahase options

(Database name ficky_main )|
Character set | <Default j
Initial table ® Mone © Namedl with fields below..

20) Now, we'll have to relate the user “ricky” to this specific database. Under “Global Options”,
click “User Permissions”

k& Global Options

&

IUser Permissions

21) Create a new user.

Module Index
Hel. User F

Select all. | Invert selection. 'Create HEy user.l

___User __Hosts ________|Enciypted pass)

[ root localhost 209bedd?E13997
[T oot 127.0.0.1

Select all. | Invert selection. | Create new user.
Delete Selected |
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22) Enter the username and password for the user, and I'm limiting the host to “localhost” with no
other priviledges. We will configure this user's priviledges at the database level. Click “Create”

to build the user.
Username " Anonymous user |rin::ky
Password © Mone @ Setto., [
Hosts © any © |localhost
Permissions Selecttable data |

Inserttakle data
Update table data
Delete table data
Create tables

Drop takles
Feload grants
Shutdown database
Manage processes
File operations hd

Create |

23) Verify the new user has been added.

Select all. | Invert selection. | Create new user.

User Hosts Encrypted password
I ricky localhost EBbcYafbd bechz
™ root localhost 209bedd7B13997 a0
™ oot 127.001

Select all. | Inwert selection. | Create new user.
Delete Selected |

24) Return to the database list

« Feturn to database list
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25) Now, let's go to “Database Permissions”

&

Database
Permissions

26) Now, we'll “Create New Database Permissions™:

'";]‘E”lfj_”.'e Index Database Perm

Select all. | Invert selection. lEreate new database permissinns.l
- Datahases mm Permissions

Select | Insert | Update | Delete |
termp | Lock | Create Yiew | Show

oelect | Insert | Update | Delete |
temp | Lock | Create “iew | Shaw

I test Anonymaus Any

7 testy % Anonymous Any

melect all. | Invert selection. | Create new database permissions.
Delete Selected |
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27) Now, we'll grant the user “ricky” all privileges to his database (ricky main). To select all
privileges, select the first item in the privilege list, then hold “shift” on your keyboard, and
select the last item in the privilege list. Click “Create” to build the permission.

e e Create Database Perr

Database permission options

Databases ' any @& Selected | ricky_main =] © Mat

Username " Anonymous user & IriI:l'-i':,-"

Hosts ' From host permissions © Any IIDl:thl:ust

Permissions

Create |

28) Verify the permission was created:

fodule Index

el Database Pe¢

Select all. | Invert selection. | Create new database permissions

Databases|User Hosts |Permissions
[ ricky main ricky localhost Al
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29) Now let's reboot the server just to ensure all changes are active. To reboot the server, just go to
PUTTY (which is probably still running), and type reboot. You will need to be root to reboot
the server.

[rootfbhrycefamily conf] #re

Eroadoast mes g fromw root (pt3/0) (Thu iugy 21 14:56:15 Z2

gystem iz going down for reboot HOW!
i

[rootihrye ily conf]# I

30) Using PUTTY, you need to log back into your server.
31) If you logged in a a standard user, type su to become the root user.

32) Type /ete/init.d/mysqld to start MySQL (we will set it to automatically start in a later lesson)

2005 from 71
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33) Now, go to your web browser, and enter http://brycefamily.com/phpmyadmin in the address bar.
As you can see, we are getting close, but still not quite there yet. We'll take care of this error in
the next step, but you should see something like what is shown in the image below. If not read
the notice below the image.

€9 phpMyAdmin - Mozilla Firefox

File Edit Wiew History Bookmarks Tools  Help

<rj - - @ ﬁ san hikbpe fYbkwcef amily  comyphprieadrning v [ "’ My

" Getting Starked l:.,l. Latest Headlines

2ins PhpMyAdmin Q I WA Webmin 1.430 on bryeceFamily, com (...

php
Welcome to phpMyAdmin

Language 3
ﬁ English (is0-8859-1) |

Error

(X] The configuration file now needs a secret passphrase
thlowfish_secret).

Notice!! If you are forbidden from accessing the directory, the /usr/share/phpmyadmin line in the
<directory> directive in the httpd.conf file is case sensitive. I noticed in CentOS 5, phpmyadmin is
all lower case when installing with YUM, but Fedora was phpMyAdmin. To check this, log onto the
server with root privileges in PUTTY. Type cd /usr/share Then type Is to list the contents of the
directory. Make note exactly how the phpmyadmin directory is spelled (case sensitive), and ensure
this is what you used in step 12 above. If you still have trouble, be sure phpmyadmin is installed
(type yum install phpmyadmin) Also, be sure the <directory> directive is entered exactly as shown in
step 12. You can also try to reboot the server if you still have issues.
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34) Now, let's take care of this error we care getting. We need to enter a secret passphrase just for
the purpose of encryption.

35) In putty (as root), type cd /usr/share/phpmyadmin If you get an error, try
cd /usr/share/phpMyAdmin (if that is how your directory is cased)

36) Now, type vi config.inc.php (This will allow us to edit the config file for phpmyadmin)
37) type /blowfish (forward slash, then blowfish. This will search for the blowfish text)
38) Tap “i” to get to insert mode.

39) Cursor over between the two apostrophes, and enter a passphrase of your own. (be sure the
passphrase is between the two apostropes!!!)

i
E.

* Thiz iz needed for cookie hased authentication to encrypt password in
* gookie

+ )
*

fefgl'blowfish secret'] = 'ho l:iI; A* ¥OU MUST FILL IN THIS FOR COOKEIE AUTH

40) Press esc on your keyboard to escape to command mode.

41) Now type :wq (colon, then w for write, and q for quit)
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42) Now, I'm going to brycefamily.com/phpadmin, and I at least get a login screen, but I still get
another error. We are taking this one step at a time. In the next step, we will resolve this error.

php
Welcome to phpMyAdmin

—Language @

| English (is0-8853-1) |
—Log in@

Username:

P assword:

Go |

A Cannot load mongt extension. Please check your PHP
canfiguration.

43)In PUTTY, type yum install php-mecrypt as the root user. You will be asked to confirm the
installation. You will be informed when the installation is complete.

Transaction Test Iucceeded

Funning Transaction

Inztalling: php-morypt
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44) Now, I'm going to go back to http://brycefamily.com/phpmyadmin, and should get a login
screen without errors (again, use your own domain)

45) .If so, login to phpmyadmin If you still have errors, you might try a google search to figure out

how to correct them. You are using the password you gave the user when you assigned them
database permissions.

php
Welcome to phpMyAdmin

—Language @
| English (is0-8853-1) -
—Log in
Username: ficky
P assword: [poscicn
Go |

46) The user can now create tables. Again, you are responsible for verifying security, but if you are
the only user, and you are the administrator of all the web pages, you will have less to worry
about!
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VSFTP (FTP Server)

Now we'll configure the Very Secure File Transfer Protocol Server (VSFTP) VSFTP is already
installed on your virtual CENTOS machine. We just have to configure it to be able to accept passive
FTP on certain ports, and limit users to their own directory.

1) Log on to your server as a standard user.

2) Type su to gain root access. (You will be prompted for the root password)

3) Type yum install vsftpd to install the vsftpd server. You will be prompted to confirm the
installation.

4) Type cd /etc/vsftpd/ to enter the configuration directory for the server.
5) Type vi vsftpd.conf to edit the configuration file.

6) Type /anonymous_enable to locate code that enables anonymous users.
7) Hit “i” for insert mode within the vi editor

8) Cursor to the end of the line, and set the anonymous_enable directive to the value of NO as
shown:

# ALllow anonviwous FTP? (B
anonymous ensble=N I:I:.

9) Hit esc on your keyboard.
10) Type /connect_from_port_20
11) Tap “i” for insert mode.

12) Using your mouse keys, go to the end of the line, then press enter.
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13) Add the passive min and max port as shown. This sets up the random ports which are used for
passive connections. (sixty-thousand to sixty-thousand five hundred)

# If you want, you
# a different user. Note!

14) Next, we are going to jail users to the own home directory using a chroot directive, so press esc
on your keyboard to get back to command mode.

15) Type /chroot to search for the chroot section of the vsftpd configuration file.
16) Tap “i” for insertion mode
17) Using your cursor keys you must add the chroot local user=YES directive at the location as

shown below. This line does not exist, so you must add it at the appropriate location for the
purpose of organization within the configuration file.

dizallowed anohymous e-mail addr

(=I=
certain DoS at

xplicit list
orvy. If EhrDDt_lD:al_user is
# rs to NOT chroo

chroot local user=Y

nroot lizt enab
[default follo

18) Press esc to exit to command mode.

19) Now hit :wq (colon, then w for write, and q to quit)
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20) Now, we'll start the vsftp server. Type /etc/init.d/vsftpd start (We'll configure this to start

automatically later when the machine boots)
;ovsttpd] # i

Fepd] #1 /4 W start

ftpd fo

[tootlbryoefamily vs

y L=

21) Next, let's test the FTP server. You can download your favorite FTP client. I like to use
FileZilla. You can download from filezilla-project.org

22) Run FileZilla, and enter the hostname, username and password of your standard user. Here you
can see that the FTP client is working fine, and if you double click the public_html folder, you
will see the index.html file which we created earlier.

& ricky@brycefamily.com - FileZilla

File Edit Wiew Transfer Server Help

- EnkQ DLOER (P =
| Host: IbryceFamin.cnm Username: Iril:kdf Passward: I""" Port: I Cuickconneck

23) The user can now drag files into the public_html folder for use on his web page

Remote site: | Jpublic_html

CI=Y]
L4220 public_html

Filename ¢ |
|®] inde. hkrnl
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Postfix (Mail Server)

Postfix is a mail server which I far prefer to the default program SendMail because of ease of
configuration (and other things). Postfix is responsible for delivering mail when you send a message,
and receiving mail from the Internet, and placing that mail into your mailbox.

We are also going to configure Postfix to use the Procmail filter, which will call SpamAssassin to rate
messages for Spam.

We also must set up support for SASL authentication. This is so only authenticated users can send mail
through the server. We don't want someone using the server to send spam. That would be called an
“Open Relay” An ISP does not usually configure SASL authentication because you are on one side of
their server (the side they allow mail from), and the Internet is on the other side of the server. In our
case, you will be accessing the server from the Internet side just like everyone else, so we have to be
careful about who we accept messages from.

When a user connects to the server with a mail client, such as Thunderbird, or Outlook, the Dovecot
server will deliver the mail to them.

As you can tell, quite a bit is going on, but it's really pretty easy to configure. Be sure you followed the
procedure for configuring your DNS servers, and that you have set up the mx entry under Total DNS
Control

With this configuration, any unix user you added using the adduser command will be able to receive
mail from the system using their username and password, so if other users want to use your domain as
their email address, you simply add them with the adduser username and passwd username
commands as we did earlier.

I [ —

M (Mail Exchange) | Reset to Default Settings | | Add New MX Record
v  Priority Host Goes To TTL Actions
[T i) hrycetamily com 1 Hour |E|

1) If you haven't done so already, log into your server, and become the root user with the su
command.

2) We are going to first erase sendmail from your server. Type yum erase sendmail

3) Now, we'll install postfix, spamassassin, and procmail if they are not already on our system.
Type yum install postfix spamassassin procmail dovecot
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4) Next, we'll configure Postfix. Type cd /etc/postfix (This will change to the postfix
configuration directory)

5) Now type vi main.cf (We are using the vi text editor to edit the main postfix configuration file.)

6) Type /#myhostname to search for the first entry we must modify.

7) Tap “i” for insert mode.

8) Change the entry to read myhostname = mail.brycefamily.com (substitute your own domain
name) Be sure to remove the # sign at the beginning to make the line active. This is called

“uncommenting” the line. Any text after the # sign is ignored by the program, such as
comments the author of the file might write to help you understand the purpose of an entry..

INTEFMET HOST AND DOMATIN MNAMES

[n}
a7

The mwyhostname parateter Spec
mail : 1. The default
from gethis name [ . dmyh

v—ualifi
default lue for many

w m
oo

w = =
m m m

#
#
#
#
#
#

other configuration parameters.
#
myhostnsme = mail.hr?cefamil?.:uﬂl
fmyhostname = wirtual.domain.tld

9) Now press esc on your keyboard to take the editor into command mode.

10) Type /#inet_interfaces to search for the entry where we configure which interfaces to accept
mail from.

11) Tap “i” for insert mode.
12) Uncomment the line “inet interfaces = all”

13) Place a # sign before the line “inet_interfaces = localhost” (Thus, commenting out the line so it
is ignored)

#

fmyhostname

localho=st
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14) Now press esc on your keyboard to take the editor into command mode.

15) Type “/mydestination =" (Without the quotes) to search for the entry where we configure
which domains for which this server will accept mail.

16) Tap “i”” for insert mode.

17) Comment out the first line (by placing a # before it), and uncomment the second line (by
removing the # sign). Notice the second line contains the variable $mydomain which is by
default what you used for myhostname, minus the first component. Since I used

mail.brycefamily.com as myhostname, mydomain will be considered to be brycefamily.com.

. of host or

ide is igr

also below, section "REJECTING MATL FOR UNEITOWN Lo

#
#
#
#
# o
#
#
#

egtination = Smyhos
tion = Smyhost
frydestination = §

# mail. fmydomain, www. fmydomain,

18) Note: If other domains are pointing to your server, and you wish to accept mail to those
domains, simply add a comma after $mydomain on the line you commented out, and add those
other domains (separated by commas) Postfix will ONLY accept mail for domains specified
under mydestination, even of the DNS for other domains are configured to point to your server.

19) Now press esc on your keyboard to take the editor into command mode.

20) Type /procmail to locate the entry where we configure procmail to act as our mail filter. For
my purpose, I want to mark mail as spam if it has a spam rating of 5, and drop the mail if it has
a spam rating of 10. We'll configure Procmail later, but for now, we are just going to configure

Postfix to use Procmail for processing mail.

21) Tap “i” for insert mode.
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22) Uncomment the mailbox _command line, and change the path to /usr/bin/procmail as shown.

# IF TOU USE THIZ TO DELIVER MATL S¥YITEM-WIDE, ¥TOU MUST 3IET UFP AN
# ALTIL3 THLT FORWARDI MAIL FOR ROOT TO &L RELL TSEER.
#

qailb
#mailho

23) Now press esc on your keyboard to take the editor into command mode.
24)Now hold CTRL + F to go to the end of the file (CTRL and F at the same time)

25) Tap “i” for insert mode.

(Next page)
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26) Using your mouse keys, go to the end of the last line, then press enter, to add the following text
to the end of the file. The purpose of this entry is to set up SASL authentication, so only valid
users can send mail. (You can actually copy this text, and paste it at the bottom of your file if
you wish. Be careful to paste it to the very end of the file, and not to corrupt the rest of the
mail.cf file. As soon as you right click on the end of the file, the text will automatically be
pasted if you copied it from here. Other options are availabe, and you can find them with a
search engine.

smtpd sasl auth enable = yes

smtpd_sasl security options = noanonymous

smtpd_sasl local domain = $myhostname

broken sasl auth clients = yes

smtpd_recipient restrictions = permit_sasl authenticated, check relay domains

smtpd_error sleep time = 60

smtpd_soft error limit = 60
smtpd hard error limit =10

adme_directory: The location of the Postfix README files.

adme directory = fusr/share/doc/postfin-2.3.

icated, check relay domsins

swtpd hard error limit

-—- INSERT --

27) Press esc on your keyboard.

28) Now press :wq (colon, then w for write, and q to quit)
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29) Note: Now Postfix is configured, but we need to configure the procmail filter. Procmail will
call SpamAssassin to mark messages as Spam. This will allow us to easily manage Spam on
our email client such as Thunderbird or Outlook by setting spam rules. SpamAssassin itself
will not filter out junk mail, but just marks messages as spam which have a rating of 5 or more.
Procmail will then be instructed to drop messages with a spam rating of 10 or more, which
would almost certainly be junk mail. Keep in mind that no spam filter is 100% accurate, so it's
not impossible that you could mark or drop some messages that were not really spam. (take
that as a warning!) If you don't want this to happen, simply do not use the last part of the
configuration file. I've found, however, that this configuration works out very well for me.

30) Type cd /ete

31) Type vi procmailre (You will actually be creating the configuration file here)

32) Tap “i” on your keyboard for insert mode.

33) Set up your procmailrc file as follows. (You can copy and paste the text below if you wish)

Uncomment the following 3 lines and use tail -f procmail.log to debug
#LOGFILE=$HOME/procmail.log

#VERBOSE=yes

#LOGABSTRACT=all

# Send all mail through SpamAssassin

:0fw: spamassassin.lock
* < 256000
| spamassassin

# Mail that is very likely spam (>15) can be dropped on the floor.
# Move the # up one line to save it on the server instead.

# Note that dropping mail on the floor is a *bad*

# idea unless you really, really believe no false positives will

# have a score greater than 15.

:0

* AX-Spam-Level: \¥\H\F\F\H\F\F |\ *
/dev/null

#almost-certainly-spam

34) Hit esc on your keyboard

35) Type :wq (colon, w to write, and q to quit)
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36) Now, you can check the configuration with Webmin. Open your web browser, and type
https://brycefamily.com:1000 (substitute your own domain)

37) I'm using firefox, so I'm going to add an exception since I didn't pay for a certificate from a
trusted authority. You can download firefox from mozilla.org. Depending on your version of
Firefox, the procedure may be a bit different. If you are running Internet Explorer, the
procedure will be a bit different from below. If webmin came up automatically, then you can
ignore the next few steps where I'm accepting the certificate. (skip down to where we log into
webmin.)

{Error code: sec_earror_untrusted_issuer)

= This could be a problem with the server's conf
trying to impersonate the server,

= If you have connected to this server successf.
ternporary, and you can try again later,

[Or wou can add an excentiun..]

38) Now, we click “Add Exception”

You should nok add an exception if wou are using an inte
completely or if wou are not used bo seeing a warning Fo

et me out of here! | ( Add Exception. .. | ]

39) Then, we'll get the certificate.

Server
|7L|:n:ati|:|n: I itkps: ifbrycef amily . com: 10000/ Get Certificate

40) Now, we'll confirm the security exception.

¥ Permanently store this exception

( Confirm Security Exception II Cancel
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41) Now let's log into webmin with your root username and password

Login to Wehmin

You must enter a username and password to lagin to the YWebmin
SEMNVEF ON brycefawmily. com.

Username |r|:u:|t
Password F-----------------
Login | Clear |

™ Remember login permanently?

42) Under “Servers” choose the procmail filter

E Servers
Fostfix Mail Server
FostgreS0L Database Server
FroFTPD Server
{Procmail Mail Filtel

43) Now, you can see the configuration we just created in the procmailre file, and you can manage
your configuration from webmin.

Module . . .
Config Procmail Mail Filter

Select all. | Invert selection. | Add a new filter action. | Add a new conditional block.
| Add & new variable setting. | Add & new include file.

__Actiontotake _________Conditions ___________MoveAdd

[T |Feed to Pragram spanas=sassin |Size s < 296000 * TJ_
Append to file fdewr/mall Match regexp ~X-Spam-Lewvel:
I_ '\ll*'ill*\ll*\ll*\ll*'\"*'ill*\ll*'ill*\"* f TL

Select all. | Invert selection. | Add a new filter action. | Add a new conditional block.
| Add & new variable setting. | Add a new include file.

Delete Selected Actions |
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44) Next, we'll configure the mail aliases. Aliases simply point fake usernames such as sales, info,
support, etc to another email address such as ricky@brycefamily.com This means that if
someone sends a message to support@brycefamily.com, that message will be redirected to

ricky@brycefamily.com To configure the Aliases, click “Postfix Mail Server” under “Servers”
in webmin.

& Serers
OpenslP Zerer
ostii Mail Server )
FostgreS0L Database Server

OHCP Server
45) Now, click on “Mail Aliases”
oy Postfix Mail Server e
Wladule Docs..
Config Pogtfix wersion 2.3.3
General Options Address Mail Aliases Cananical
Fewtriting and hlapping

Maszguerading

46) Click the text for “Support” (not the checkbox, but the text)

[ linfo Address postnaster
[T marketing Address postnaster
[T zales Address postnaster
(" lsupport Address postnaster |
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47) Set the address to forward to, then save your changes. (Note: support can be forwarded to
more than one email address)

Description |

Address |supp|:|rt

Enabled? * vos © po

Alias to |Emai| address jﬂricky@bmcefamily.cum ]
Alias to |{N|:|ne} j |

Save | Delete |

48) Let's go back to PUTTY, and type reboot at the command prompt.
49) Wait a few minutes, then log back into your server.

50) Type su to become superuser if you logged in as a standard user.
51) Type /etc/init.d/postfix status

52) If postfix is not running, type /etc/init.d/postfix start (We'll configure services to run at startup
later on.)

53) Type /etc/init.d/spamassassin status

54) If spamassassin is not running, type /etc/init.d/spamassassin start

55) We'll do the same with dovecot. Type /etc/init.d/dovecot status

56) If dovecot is not running, type /etc/init.d/dovecot start

57) Now, we are going to test the email client. You can use Thunderbird, Outlook, or another client

of your choice that supports SASL authentication. For this example, we are going to use
Thunderbird, which can be downloaded from http://www.mozilla.com/en-US/thunderbird/

58) Here, I've canceled the account wizard, so I can configure the account manually.
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59) Click Tools | Account settings.

&' Mozilla Thunderbird

60) Then, add an account.

Run Filkers on Folder

File Edit \iew Go Message Help
& j fddress Book Chrl+2
o Add-
¢ Gek Mail Write  Address Book .
all Falders ‘ Message Filkers. ..

Run Junk Mail Controls on Folder
Delete Mail Marked as Junk in Folder

Irnpark. ..

Error Console

Account Sekkings. ..

Qpkions. ..

&dd Account, .,

Set as Defaulk

Eemove Account

61) This will be an email account. Click Next
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62) Populate your name and your email address. Click “Next”.

Enter the name you would like to appear in the "From" figld of wour
outgoing messages (For example, "Iohn Smith".

Your Mame: I Ricky Bryce

Enter your email address. This is the address others will use ko send
email to wou [For example, "user@example.net"),

Email &ddress: I ricky@brycefamily,. com

63) Configure your incoming, and outgoing mail servers. Click “Next”:

Select the type of incoming server you are using,

* pop O IMAP

Enter the name of your incoming server (For example,
"mail . example. net™l.

Incoming Server: brycefammily . com

IUncheck this checkbox to store mail For Ehis account in its own
directary, That will make this account appear as a kop-level account,
Ctherwise, it will be part of the Local Folders Global Inbox account,

¥ Use Global Inbox {store mail in Local Folders)

Enter the name of ywour oubgoing server (SMTP] (For example,
"smkp, example, net",

Cuikgoing Server; I brycefamily .com

64) Set your username. (You will be using the username and password you added in an earlier
lesson (adduser and passwd commands) Click “Next”

Enter the incoming user name given to wou by your email provider (For
example, “jsmith").

Incoming User Mame: I ricks

Your oukgoing (SMTP) server, "brcefamily.com", is identical ko wour
incoming server, your incoming user name will be used to access it You
can modify outgaing server setkings by choosing &ccount Settings From
the Tools menu.
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65) Here, I'm using the default account name. Again, click “Next”.

Enter the name by which you would like to refer bo this account (For
example, "Work Account”, "Home Account” or “Mews Sccounk"],

fccount MName: I ticky@brycefamily, com

66) Verify your information, then hit “Finish” Then press “OK”

Please werify that the information below is correct,

Account Name: ricky@brycefamily . com
Email Address: ricky@brycefamily. com
Incoming User Mame: ricky:

Incoming Server Name: brycefamily . com
Incoming Server Tvpe: POP3

Oukgaing User Marme: ricky:

Dukgaing Server Mame (SMTPY:  brycefamily. com

67) Your email client should be set up. You can now test your email by sending to another email
account. You will also want to test your email by having the other account send a message to
your username on this server. You will be asked for the password. This will be the Unix system
password from when you added the user with the adduser and passwd commands in an earlier
lesson.
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68) You can also try to send a message to yourself on your own server. If you can send a message
to yourself, but other's aren't getting messages you send, be sure the reverse DNS is properly set
up. You can google sites that will do a reverse DNS lookup on your IP address. Reverse DNS
is necessary so other servers can verify your server is who it says it is. This will minimize the
chance of your messages being dropped by the remote server. In the “Configuring DNS”
Section, I'm showing you how to generate a reverse DNS request with VPSLink. You can't
configure Reverse DNS on your own. You need to contact support, and have them do it for you.
If you are using Outlook Express, be sure to check the box that states your mail server requires
authentication. No encryption such as SSL is used... Just Authentication. See the image

below...

¥ mail.atifortr aining.com Properties el
General Servers | Connection I Securty I Bdvanced I

Server Information
ky incoming mail zerver iz a IF'EIF"3 TEIVET.
Incoming mail [POF3): Ibryu:efamily.n:u:um
Cutgaoing mail [SMTE): Ibr_l,lu:efamil_l,l.n:u:um

[nzoming Mail Server
Account name: Iriu:k_l,l
Pazzword: Iunn

[+ Remember password

[ Log on uzing Secure Password Authentication

Outgoing k ail Server

(IF by server reguires authentication Settings...

69) Here's the settings screen:
Outgoing Mail Server d P

Logon | nformation
= Use same settings az my incoming mail server

" Log on using

Aroaunt nanme; I

Fazaward: I
¥ Eemember passwond

™| Log onjusing Secure Fassward Suthentication
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SquirrelMail (webmail)

Squirrelmail is a web based email client. Not much configuration is required for Squirrelmail.
1) First, let's make sure squirrelmail is installed. Type yum install squirrelmail

2) Now, let's make sure some services are running. (We'll configure these later to start
automatically)
1. Type /etc/init.d/postfix status.
If postfix is not running, type /etc/init.d/postfix start
2. Type /etc/init.d/dovecot status.
If dovecot is not running, type /etce/init.d/dovecot start
3. Type /etc/init.d/spamassassin status.
If spamassassin is not running, type /etc/init.d/spamassassin start

3) Now, we need to set the host name in the squirrelmail configuration file. Type
cd /etc/squirrelmail/

4) Type vi config.php (This will allow us to edit the config.php file in the vi editor)
5) Type /domain to search for the domain entry.
6) Tap “i” on your keyboard for Insert mode.
7) Configure your domain as shown:
fprovider name = 'ZguirrelMail’;
fmotd = "y

$squirrelmail_default_language = 'en U3':

Sdomain = 'hrwnpfamilw.ﬁﬁﬁn;

I == A ==

-- INSERT —-
8) Press esc on your keyboard for command mode.

9) Type :wq (colon, w for write, and q to quit)
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10) Now, we'll configure the Apache web server to serve the webmail directory for Squirrelmail.
Type cd /etc/httpd/conf/ to enter the Apache configuration directory.

11) Type vi httpd.conf to edit the Apache Configuration file

[rootfbryoefamily confl# cd fete/httpd/cont

Yy

[rootlbhryoefamily conf]# vwi httpd.conf

12) Tye /NameVirtualHost to locate our custom directives for Apache.

13) Tap “i” for insert mode. Type or paste the following text beneath the NameVirtualHost line

# This directory entry is required to make Squirrelmail work.
<Directory /usr/share/squirrelmail>

AllowOverride All

Order allow,deny

Allow from all
</Directory>

14) Your text should appear like this:

# Uze name-kbased virtual hosting.

#

MNamweWirtualHost *:50

# This da Lry 1s reguired to make Sguirrelmail work.
faquirrelmails

low, deny
Allow from all

</Directory:|]

*Lory entry is reguired to make phpmwyadmin work.

hare, phpmyadmins

allow, deny
from all

15) Hit esc on your keyboard to go to command mode.
16) Now type :wq (colon, then w to write, and q to quit)

17) Restart apache: /etc/init.d/httpd restart
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18) Now bring up your web browser, and we'll test your work! Enter

httpd://brycefamily.com/webmail into your address bar. (substitute your domain). You should
get a log in screen for Squirrelmail!

wkmarks  ¥ahoo! Tools Help

ﬁ‘- I |j |http:,I',I'I:urycefamily.u:u:um,l'wel:umail,l'src,l'lu:ugin.php ﬁ

arks ’ Getting Started Latest Headlines

Search Web - la =

r‘f’ Olympics = E?_’] Mail ~ @ felye % ahool @ i

SquirrelMail

webrmail
for
nuts

Squittellail version 1 42-40.1 el5 centos 2
By the Squittelllail Project Team

SquirrelMail Login

Mame: |

Pazsword: |

Login |

19) Log into squirrelmail using a standard user name, and you should be able to check and send

emails.
Compose Addresses Folders Ophions Search Help = quirrelbfadl
Ilowe Belected To: Transform Selected Messages:
IINEIDK 'I tdowe | Forward | Fead | Unread | Delete |
Thead View
From @ Date & Subject @
THIS FOLDER IS EMPTY

20) Note: With this configuration, all domains will be able to access the webmail folder.
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IPTables (Firewall Configuration)

Next, we'll configure the [PTables firewall. We can do this graphically. I firewall is useful for blocking
the ports of services which do not need to be accessible from the Internet. This makes your server
more secure. [PTables can also be used to drop abusive IP addresses, and hinder “brute force” attacks,
where the attacker will attempt to gain access to your system by sending random usernames and
passwords.

1) We are going to set up our initial firewall configuration from webmin, so in your browser's
address bar, go to https://brycefamily.com:10000 (You may have to force the browser to accept
the security certificate as we did in earlier lessons.

2) Log in with your root username and password.

Login to Webmin

You must enter a username and password to login to the YWebmin
Serer 0N bryce family. com.

Username |r|:u:|t
Password |uu
Login | Clear |

™ Remember login permanently?

3) Under “Networking”, choose “Linux Firewall”

L Networking
Internet Serices and
Frotocols
Kerbarosh
LLinus Firewall

MFS Exports
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4) We are going to chose “Block all except ports used for virtual hosting, on interface: Eth0”, then
hit “Setup Firewall”

" Block all except SSH and IDENT an external interface: | jl

" Block all except SSH, IDENT, ping and high ports on interface: | jl

( ~ G ept ports used for virtual hosting, on interface: | eth0 jl ]

Setup Firewall |

5) Next, we'll need to open a few more ports, and customize the firewall to minimize the chance of
“brute force” or “dictionary” attacks. The easiest way to do this is to manually edit the iptables
firewall configuration file. Go to PUTTY, and login. Type su to become the root user if you
are logged in as a standard user.

6) Type cd /etc/sysconfig/ to enter the directory where our firewall configuration is stored.

7) Type vi iptables to open the file for editing with the vi text editor.

8) Cursor down about 21 lines until you are immediately after the *filter section. You will be
sitting on the line that reads # Accept traffic from internal interfaces.

9) Tap “i” on your keyboard to get into Insert mode.

10) Press enter 5 times to give yourself some blank space above the line you are on.
Lf" root@brycefamily:/etc/sysconki

; [0:0]
POUTPOT ACCERT [0O:0]

|:‘.EI:|1'. LI

INPOT -p *p - top
# Allow incoming data that is p

1] L. o = o =

Page 66 of 78



11) Cursor up (with your up arrow key) 3 times.
12) Copy the following rules, and paste them into your text editor:

HHHHHHHHHHHHHHA R HAHA# Ths 1s the custom rulest#HHHHHHHHHHHHEHH
# A few more things. Let's drop Brute force attacks....

#Now Let's deal with Brute Force SSH Attacks

-I INPUT -p tep -i ethO --dport 22 -m state --state NEW -m recent --set
-I INPUT -p tcp -1 ethO --dport 22 -m state --state NEW -m recent --update --seconds 300 --hitcount 3 -j
DROP

-A INPUT -p tcp --dport 22 -m state --state NEW -m recent --set --name SSH -j ACCEPT

-A INPUT -p tcp --dport 22 -m recent --update --seconds 60 --hitcount 4 --rttl --name SSH -j LOG --
log-prefix "SSH_brute force "

-A INPUT -p tcp --dport 22 -m recent --update --seconds 60 --hitcount 4 --rttl --name SSH -j DROP

#Now Let's deal with Brute Force FTP Attacks

-I INPUT -p tcp -1 ethO --dport 21 -m state --state NEW -m recent --set
-I INPUT -p tep -i ethO --dport 21 -m state --state NEW -m recent --update --seconds 300 --hitcount 10
-j DROP

-A INPUT -p tcp --dport 21 -m state --state NEW -m recent --set --name FTP -j ACCEPT

-A INPUT -p tcp --dport 21 -m recent --update --seconds 20 --hitcount 10 --rttl --name FTP -j LOG --
log-prefix "FTP_brute force "

-A INPUT -p tcp --dport 21 -m recent --update --seconds 20 --hitcount 10 --rttl --name FTP -j DROP

#Block Bad Guys
#-A INPUT -s IPAddressOfBadGuyHere - DROP

#Now, let's set up EchoLink Proxy Ports (For Ham Radio Operators only)
-A INPUT -p udp -m udp --dport 5198:5199 -j ACCEPT

-A INPUT -p tcp -m tep --dport 5200 -j ACCEPT

-A INPUT -p tcp -m tcp --dport 8100 -} ACCEPT

#Open passive ports for VSFTPD
-A INPUT -p tcp -m tcp --dport 60000:60500 -j ACCEPT

HHHEHHHHAHIHIHEHARHAHHHHAHHED of the custom rulestHHHHFHIHIHHHHIHIFHIHIHE

13) Note: You may want to check out other common attacks as well, so you are prepared to set up
yvour firewall to defend against them if you have a problem.
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14) Hit esc on your keyboard to take the editor back to command mode.

15) Press :wq (colon, w for write, and q to quit)

16) Now, let's see if the firewall will restart. Type /etc/init.d/iptables restart
#* root@brycefamily: /etc/sysconfig

login as: root

raoog rycefamily.com's

La=t login: 3un iun

[rootihre amily

[roo arily
amily =

nat mangle filte

[rootldbrycefamily

17) It looks like our configuration was successful!! Contratulations.
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Configur‘e Services (for startup)

Next, we'll configure some essential services to start when the system starts. Since the VPS will
default to Run Level 3 (text mode only), this is the run level we will configure. The Run Levels for
CentOS are as follows:

Run Level 0 — Halt (shutdown)

Run Level 1 — Single-user Text Mode

Run Level 2 — Multi-User without NFS

Run Level 3 — Full Multi-User Text Mode

Run Level 4 — Not used (User Defined)

Run Level 5 — Full Multi-User Graphical Mode (With graphical login screen)

Since we can't actually be at the VPS, we can just stay in Run Level 3, and the graphical interface will
not start on the local system when the computer boots, although we will still have web pages we can
administer the server through.

We don't need to go there right now, but the run level configuration can be edited in the /etc/inittab file
on your VPS system. Since a graphical interface is not installed, and we definitely need networking,
we will NOT edit the file at this time.

K

m

fault runlewvel. The runlewvels us
. [Do NOT set initdefault
Fingle user mode
Multiuser, without NFZ [(The same as 3 if wvou do not have networking)
Full multiuser mode
unused
11
(Do NOT set initdefault to this)

#
#
#
#
#
#
#
#
#

id:3:initdefault:

Let's configure the services.
1) Login as a standard user

2) Type su to become the root user
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3) Type cd /ete/re.d

4) type Is to list the subdirectories
ihrycefamily ini
ot amily ro.

a4

[rootlbhrycefamily ro.d] # I

wehiin

or Cmap
Snetplugd

7) Services beginning with a K are killed during this run level. Services beginning with an S are
started during this run level. It's important to know the K and S are capitalized. The number
immediately following the K or S indicates what order the service is Killed or Started. We need
several services to start which are not already configured, so we will use the mv (move)
command to rename some of the services, so they will be started instead of killed during this
run level.
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8) Type mv K05saslauthd S0Ssaslathd (This will authenticate smtp messages if you are using a
mail server)

9) Type mv K30spamassassin S30spamassassin (This will check and mark messages for spam)

10) Type mv K3S5dovecot to S05dovecot (This will allow users to receive email through their
email client)

11) Type mv KS0vsftpd S50vsftpd (This is the FTP server, which will allow users to upload web
pages.)

12) Now type Is to verify all needed services will run at startup.
LA H# onee authd

killnash
F3991local

webmin

_____ 390crond

13) Now you can reboot your machine, and all needed services (so far) should be running. Just type
reboot.
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EchoLink Proxy (for ham radio)

EchoLink Proxy can be used by licensed amateur radio operators only. If you are a licensed amateur
radio operator, you can use the VPS Server to connect to EchoLink if you are behind a firewall, or do
not have a public IP address. For example: Licensed amateur radio operators who travel would
greatly benefit from EchoLink Proxy since each room in a motel has a private IP address, and the
operator does not have control of the router, so cannot direct EchoLink traffic to his computer.

This document will assume you have opened the appropriate ports on your server. We did this earlier
in this document under the section “IPTables”.

1) Be sure you are logged in, and type su if you are not the root user.

2) Now we need to install Java, since the EchoLink proxy is written in Java. To install java
support, type yum install java

3) Be sure all packages are complete. I had to run yum install java twice when building this
example.

pl.

15 _rmentos Ei]:l. N

Comp lete!

[footentyoefamily ~]#
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4) Now, we need to get the EchoLink packages. Go to echolink.org, and click “Download”

K

Take a Tour
Download
Validation
Interfaces

5) Enter your callsign and email address, then submit.

Callsign: |

E-Mail Address: |

Subirmit |

6) Under “Other Downloads”, right click the http link for EchoLink Proxy, and choose “Copy Link
Location”.

Mote: 1fyou have difficulty installing an W™
run ane af the links below.

. _— e .
Cpen Link, in Bews indow s VErs

Cpen Link in Mew Tab

® Windows Installer for Windows 95/ Bookmark This Link

® Windows Installer for Windows NT Save Link As...
Send Link....
Copy Link Location

Other Downloads
Properties

EchoLink Proxy Software v 1.2.2 FTR{HTTFR])

Wiorks together with EchoLink [version 1.9 or above] to allow access to the Ect

other areas, Please see EchoLink Proxy for more info and installation instructi
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7) Now, back in PUTTY, type cd / to enter the root directory. (cd to change directory, then a
space, then a forward slash)

8) Now, in PUTTY, type wget then hit the space bar.

9) Right click just after your cursor in PUTTY to paste the Link of the EchoLink Proxy file that
we copied earlier.

. http:/Auww.echolink. orgd dowinloads

connected.

14:42:10 (3582 EES =) - "EcholinkProxy 1 Z 3.zip

rootdbhryocefamily [/

11) Now we need to unzip the EchoLink Proxy file. Type unzip Echo* (Note: the text is case
sensitive.)

12) Verify the files did unzip.
ootfhryoefamily /
i EchoLinkPr
inflating: EchoLin

inflating: ELFProx
[rootlbryeefamily /

13) Now, the ELProxy.conf file must be configured with a password. Type vi ELProxy.conf (This
will edit the ELProxy.conf file with the vi editor)
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14) Tap “i” on your keyboard for insert mode.

15) Cursor down about 5 lines, and set the password.

,Lé"_" root@brycefamily:/

# Sample EcholLink Proxy Configuration File
# REQUIRED ITEM3

# Tou must chandge the password to something hesid notset™.

Password=mypassu :nrn:l.

# OPTICMAL ITEMS

16) Hit esc on your keyboard to exit to command mode.

17) Press :wq (colon, then w to write, and q to quit)

18) Next, we'll set EchoLink to run as a service when the computer boots. Type ed init.d
19) Type vi EchoLinkProxy to create a new file with the vi editor.

20) Tap “i” for insert mode.

21) Paste the following text into your editor.

#1/bin/sh
# description: Echo Link Proxy (java file)
# chkconfig: 2345 99 00

case "$1" in

'start')
java -jar /EchoLinkProxy.jar /ELProxy.conf &
touch /var/lock/subsys/EchoLink

'stop')

rm -f /var/lock/subsys/EchoLink
*) 29

echo "Usage: $0 { start | stop }"

29

esac
exit 0
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22) Hit esc on your keyboard to enter command mode.
23) Type :wq (colon, then w to write, and q to quit)

24) Now, we have to set permissions on the file. Type chmod 755 EchoLinkProxy

[rootlbhryeo
[rootf

[rootlbhrycefamily init.d] #

25) Next, we'll create a symlink to the script in the rc3.d file. Type ed /ete/re3.d/ to enter the
directory for run level 3

26) Type In -s /etc/init.d/EchoLinkProxy S99EchoLinkProxy

[rootlhryoefamily red.d]lf#ln -2 fete/init.d/EcholinkProxy S99EcholLinkProxy

[rootfbhryocefamily red.dl

27) Type reboot, and we'll see if EchoLinkProxy starts.

28) If you haven't done so, go back to EchoLink.org, and download the main EchoLink program.
You will have to register, and get validated if you haven't already done so. That could take a

couple days.

29) Click Tools | Setup from the menu bar

#& Echolink - KGICO
File Edit Stakion | Tools Miew Help

J # |ﬁ ¢:| g L Alarms.., Alt+A
-@J List Me as Busy alk+6
Disable Link,

Listen-Cnly Mode

Alt+E
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30) Be sure all fields are populated on “My Station” tab.

System Setup il

by Station | Sewersl Prosy I Timingl Audin I F'erfn:nrmann::el

tode
[ % Single-User " Sysop

Callsigr: IKGE":D Change Eallsignl
Password: Imm _7'| V¥ Store password locally

I arne; IFHiu:k_l,l Bryce

Lacation: In'u:nl:nile

Email .-“-‘-.u:lu:lr:lricky@brycefamily.u:nm

31) Click the Proxy Tab, and enter the hostname of your server, and the password you specified in
ELProxy.conf. Then hit “ok”.

systemsetup N x|

b Statinnl Servers Frosy |Timing| Audio I F'erh:urmanu:el

" Direct Connect [Mo Proxy]

& |se Specific Prosy:

Host: Il:urycefamily.ccum

Port: |2100 Passwurd:lm

" Choose Public Proxy: Fefresh List |
I[select] j
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32) You should now be connected. I'm going to test my connection by searching for a station:

_ Find Station or Location #
elp Find:

28 ) [

B ) S
[18% are busy)

33) I can verify I've sucessfully connected through the proxy. You need to actually test this by
voice to verify communication is possible through the proxy.

EXTETE o 155 Gilespie, 1L

|:| Index Wigw I@ Ex=plarer \-’iewl

Connected to; WAIFDP-R Jim
Linited States
F4-36-94-12 dr1 .crelil frontiernet.net

34) More information can be found at EchoLink.org
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