
Setting up a VPS Server 
--For beginners!!
(This document is optimized for VPSLink Service, but can apply to some other services as well)

By Ricky Bryce – Irving, Illinois

Note:  There are many ways to register a domain name, and configure a server, and there are 
many services that allow you to do this.  This document will express my personally preferred 
methods, and can act as guidelines for those of you wishing to configure your own server.

Disclaimer:  By continuing to read this document, you agree to hold no one liable who writes, publishes, or modifies this 
document in any way (even negligence)  Although I've taken steps for this document to be accurate, it is YOUR 
responsibility to verify any information before using this document.   This document could be out of date due to  
improvements and changes made to websites, and to the Linux Operating System.  Security is also YOUR responsibility.  Do 
not read this document if you do not agree to these terms.  This document is for general guidelines only.

Introduction:  This document is written to help you set up a Linux server using VPS Link.  This 
document will show you how to register your domain name if you don't already have one, how to point 
it to your VPS IP Address,  how to install your Operating System on the VPS, and how to configure 
your server.  This document will be written in modules, so you will need to access the main document 
at LearnAutomation.com for an index of all modules.

What is a virtual private server (VPS)?  Many virtual servers can run on a single hardware server, 
each of them acting as an individual 'server' within the hardware server.  This means you are your own 
administrator, and have access and control of all files on your virtual machine almost completely as if 
you would have with a standard dedicated machine.  The advantages are that a virtual server costs 
much less than a dedicated server, and are generally more secure than shared hosting on a single server 
with a single operating system.  The disadvantages are that you are sharing some resources, such as the 
processor time with other users on the system.  Typically, an individual starting out would use a very 
small amount of resources anyway, so a VPS might be a great choice.

What would this cost me?  This depends on which server you chose.  The services at VPS Link are 
typically around $15/month for a Link 2 server if paid yearly.  You will also have the cost of your 
domain name, which is usually around $10 a year with services such as godaddy.com.  This document 
is actually written by using a Link 1 server, but Link 2 is recommended.

Managed vs. Unmanaged:  On a manged server, software is used to assist you in administration.  This 
software usually requires a licensing fee.  This document will show you how to set up an unmanaged 
server, and you will be doing the administration yourself without purchasing a proprietary software 
license, or installing software that takes up your drive space.

Page 1 of 78



Page 2 of 78



Table of Contents
Registering your Domain...........................................................................................................................4
Register your VPS Account.......................................................................................................................5
Install the Operating System......................................................................................................................6
Configure DNS..........................................................................................................................................7
Log into Your Server................................................................................................................................12
Setting Your Host Name...........................................................................................................................14
Adding Users............................................................................................................................................16
Install Packages/Updates..........................................................................................................................17
Apache (WebServer)................................................................................................................................18
Webmin (Web Administration)................................................................................................................25
MySQL (Database Server).......................................................................................................................32
VSFTP (FTP Server)................................................................................................................................45
Postfix (Mail Server)................................................................................................................................48
SquirrelMail (Webmail)...........................................................................................................................62
IPTables (Firewall Configuration)...........................................................................................................65
Configure Services (for startup)...............................................................................................................69
EchoLink Proxy (for ham radio)..............................................................................................................72

Page 3 of 78



Registering your Domain
Before we get the VPS set up, let's decide what domain name you are going to use.  Examples of 
domain names are “myfirstandlastname.com”  or “mylastname.com”.  Try to pick a domain name that 
is easy for people to remember.  It's possible you might be using this domain name for your own email 
as well “me@mylastname.com”

Now, that you have decided what name you wish to register, let's see if that domain name is available. 
The service I prefer is godaddy.com, but there are many others.  Depending on the type of domain 
name you wish to register, the cost will probably be around $10/year.  

1) Let's get started.  First, go to godaddy.com, and set up an account (As I said, you can use any 
registrar you wish, but this document is based on my personal preferences, to keep things 
simple). Register your preferred domain name.  If your preferred name is already taken, you can 
keep trying until you find a name that is available.  When you register the domain, you can skip 
all the extra features they try to sell you (unless you see any that catch your eye)  At some point 
during the registration process you may be asked for DNS servers, and should have the option 
to use the parked name servers for now.    We will need to come back later and adjust the DNS 
information.

2)

Write down the password you used to log into godaddy.com with!!  We will be using several passwords 
throughout this document, so you will want to keep track of them!

Username_____________________

Password______________________
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Register your VPS Account
There are many VPS  providers.  I believe Godaddy even has their own VPS servers, but my personal 
preference is VPS Link.  I've been very happy with their service, and have tried many of them.  You 
may be able to get by with a Link 1 VPS (using Xen) for around $6 or $7/month if paid by the year, but 
it could be slow, and the services you run may be limited, so if you can afford the Link 2 for around 
$15/month (paid by the year) or a little more, that would be better for you.  I strongly recommend you 
use Xen Technology instead of OpenVZ based on my experience.  You will be given the option when 
you are signing up, and it might default to OpenVZ, so be careful.

If you follow the Link below (click the VPSLink icon), and enter the referral code, MJDCDJ , you will 
receive a 10% discount.  I will also get some service credit for referring you, so I would appreciate you 
entering the code if asked.  While setting up your account, you will be asked to enter the domain name 
you wish to associate this account with.  This will be the domain you registered with godaddy on the 
previous step.

Note:  VPSLink has instant provisioning, so you should get an email with your account 
information within a few minutes.

Click this icon to receive the 10% discount!

When you get to VPSLink, Just click “Order Now”

Write down the password you used to log into vpslink.com with!!  We will be using several passwords 
throughout this document, so you will want to keep track of them!

Email (username)_____________________

Password______________________
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Install the Operating System
Next, you must choose an operating system to install.  This example will use CentOS 5.  That's 
“Community Enterprise Operating System (version 5)”  This is a very stable operating system.  Again, 
you can choose another distribution, but in this document, I'm just giving examples of my own 
preferences to get you started.  If you are unfamiliar with Linux, and choose a different distribution, 
you could get lost very quickly while trying to follow this document!

Go to cp.vpslink.com, and enter the username and password you gave when you signed up for the 
VPSLink service.

Now, you must install the OS

Choose your Operating system, and submit your choice.  Here we are chosing Centos-5-i386-LAMP. 
This package will consume around 700MB of your virtual hard drive.  LAMP = Linux, Apache, 
MySQL, and PHP, which is a common configuration for a web server. 

Be sure the installation was successful, and, go to your VPS Home.

Write down the IP address for your Virtual Machine.  We will need this to configure your DNS later on.
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Configure DNS
Now that we know your server's IP address, we need to go back to godaddy.com to set up the DNS 
servers.  Here, we will use the Total DNS Control method.  If you don't have that option with your 
registrar, then you will need to use the DNS servers provided to you by your VPS provider (in this case 
VPSLink), then your VPS provider should have a way for you to configure the DNS. 

Realize this procedure can change, but here is the basic concept of what I usually do.

1) Log into godaddy.com

2) Click Domains | My Domains

3) Click the Domain you wish to modify.  (Click the text of the domain name)

4) Follow the “Nameservers” icon:

5) Choose “Hosting Nameservers”, and hit OK (Note:  You might have to hit OK a second time to  
confirm)

6) You may need to wait a few minutes for the changes to take place.
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7) Now, go to Total DNS Control

8) You can configure your DNS records similar to those shown here, but use your own domain, 
and your own IP address.
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9) Note:  The DNS change could take a couple days to complete now.  Especially if you attempted 
to access your domain before this step was complete.

10) Now let's verify your domain is working (This is an optional step).  Wait about 5 minutes, then 
go to the command prompt, and type “ping” then hit the space bar, and type your domain name, 
then press enter.  You should be getting replies from your IP address.  In this example I'm 
attempting to ping BryceFamily.com.  You can see the IP address resolves properly, and I'm 
getting a response from the server.

11) Now, we need to generate a reverse DNS request so your IP address can be resolved to your 
domain name.  This is mainly for the purpose of the mail server, so the remote servers can 
verify you are who you say you are.  If using VPSLink, go to cp.vpslink.com, and log in using 
the email and password you used when you registered with VPSLink.

12) Click “Get Support”
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13) Enter your VPS Username and password again.

14) Click “Reverse DNS Request”

15) Enter the domain name, and submit query.
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16) You are done!  You will get a message when they have made the DNS entry.  If you made the 
request on a weekend, it will probably be Monday morning by the time your request is 
complete.  If you made the request during their working hours, the request could be complete 
within a few hours.

17) Once you get a message that your reverse DNS entry is complete, you can go to a site that will 
check the reverse mapping, such as http://remote.12dt.com/  Enter your IP address, and see if 
the IP address now maps back to your domain.
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Log into Your Server
Now you are ready to log into your server to start configuring it for your own preferences.  You can do 
this from the VPSLink Control Panel, but some find it much quicker to use a program called “PUTTY” 
in Windows.  If your home computer is Linux or Macintosh based, you can simply use the terminal.

1) To download PUTTY, follow this link:

http://the.earth.li/~sgtatham/putty/latest/x86/putty.exe

If the link is not clickable, you can simply paste it into the address bar of your web browser, or do a 
simple google search for putty.  When downloading PUTTY, you can just place it on your desktop for 
easy access.

2) Now you can double click PUTTY, and enter your domain name as shown.  If the DNS servers 
have not yet updated, you can still log into your server by entering the IP address instead.  Hit 
“Open”
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3) Now, you will get a warning.  Just hit “Yes”

4) Now you can log in as “root” with your password.  If you are using VPSLink, you can use the 
password you provided to them to log into your account.  Other services might send you a 
password to use for the root account.

5) If your login was successful, you will see a # followed by your cursor as shown.

6) You are now ready to administer your VPS machine!

7) Write down the username and password you used to log on as root!  This is your administrator 
account.

Username:  root

Password _____________
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Setting Your Host Name
You registered your domain name, so now we will set this up on the server.
For this example, I'm going to assume you are already logged in as root using PUTTY.

1) From the root prompt, type:  cd /etc/sysconfig

(CD = Change Directory)  Then you need a space followed by the directory we are changing to 
(/etc/sysconfig)

2) Now type vi network

(VI is a text editor)  Then we need a space followed by the file we want to edit (network)

3) Now, edit your host name.  You can use your cursor keys to navigate to the location where you 
will be changing the host name, then press the letter  i  to insert text.

4) Now set your host name as shown (be sure to use your own host name though)

5) Now you must save your changes.
1. Press the escape key on your keyboard (upper left)    (This will escape the insert mode, 

and put you back into command mode.)
2. Now press :wq     colon, then w for write (save), and q for quit (exit).
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6) Next, we need to edit the host file.  Type cd /etc/

7) type vi hosts

8) tap “i” on your keyboard for insert mode.

9) Using your arrow keys, move to the very end (right side) of the last line in your hosts file.

10) Now press ENTER on your keyboard to go to the next line.

11) Now enter your IP address followed by a tab.  Then your server alias, then tab, and server name. 
Use the example below to help you.  Your file will be similar to this one.  (Be sure to use your 
OWN IP Address address and domain names.

12) Now we need to save the file:
1. Press ESC on your keyboard to enter command mode.
2. Now Press :wq  (colon, then w for write, and q to quit.)

13) Now you are ready to reboot.  Just type reboot at the command prompt, and close PUTTY.
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Adding Users
Now we must add users who are going to utilize this server because we don't want to always be using 
the root account.  You will want the users to have a strong password consisting of numbers and letters, 
upper case and lower case.  For example, if you have a username of john, and the password is simply 
set to 'password', someone can easily gain access to that account (and probably eventually will!)

1) I'm going to assume you are logged in through PUTTY using the root account.

2) Adding users to your machine can be accomplished with the adduser command.  Type the 
following (substitute 'username' for the name of the user you are adding).  
Type adduser username
 Later, if you want to delete a user, you can do this through the userdel command

3) Now, we need to set the password for the user you just added.  
Type:  passwd username  (again where username is the name of the user you are changing the 
password for.
.  

4) Now, you can type exit, and log back into your VPS using a username and password that you 
created for yourself.  This is going to be more secure because you are not always running as the 
root user.  Once you log into your standard user account, you can use the su command to 
become the super user (root) at any time

5) Type exit to leave the terminal window.

6) Write down the username and password of the standard user you just created!!!

Username______________________
Password_______________________
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Install Packages/Updates
For this example, I will assume you are logged in as a standard user (a user you created with the 
adduser command earlier.  We are going to be installing some packages, and getting some updates to 
your system using the “yum” command.

1) To update packages, we'll first become the root user, which is also considered the super user. 
Type su from your prompt to become the super user.  You will be prompted for the root 
password.

2) Now, we'll update the machine.  Type:  yum update

3) Type 'exit' once the update is complete to drop back to a standard user, then exit again will leave 
the terminal..
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Apache (WebServer)
By default, Apache should work as-is.  In fact, if you open your web browser right now, and type your 
domain name into the address bar, you should get a test page.  Let's try this to make sure the Apache 
server is up and running.   Since the CentOS package was already set up in a LAMP configuration, you 
should not have any trouble bringing up the test page.  If you were to create an index page in 
the /var/www/html directory, your page would display instead of the test page.  

We are wanting the ability, however for our server to host multiple web pages with multiple users, so 
we are going to have to configure virtual hosting in the Apache configuration file.  Other features such 
as directory protection can be configured as well, but this lesson is just going to show how to get the 
server running for multiple websites.

How many different web pages can Apache host?  This depends on how large the page is, and the 
amount of dynamic content.  A VPS with 10 Gigs of drive space and 128Megs of RAM (with 256M 
Swap) using the XEN hypervisor would probably be sufficient to host 25 personal web pages or more 
depending on how much traffic those pages get, how much drive space they use, and how much 
dynamic content they have.

Let's configure the server!

1) First let's log in to your server using a standard username.

2) Now, let's type su to become the root user.  (press enter after each command)

3) Next, we need to enter the Apache configuration file.  To do this, type cd /etc/httpd/conf then 
type vi httpd.conf (CD changes to the proper directory, and vi is your text editor, so you are 
editing the httpd.conf file.)
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4) Hold CTRL + F until you reach the bottom (end) of the file.  (Control and F at the same time)

5) Using your arrow keys, move your cursor up until you reach a line stating “#NameVirtualHost 
*:80”  (This is about 20 lines above the bottom of the file)

6) Tap “i”  for insert mode, then press the del key on your keyboard to delete the # sign.  The # 
sign makes a line of code inactive, so by deleting the # sign, we are activating the VirtualHost 
feature of Apache.

7) Now press the esc key on your keyboard to go back into command mode, and cursor down 
about 13 lines to #<VirtualHost *:80>

8) Count the number of lines from #<VirtualHost *:80> to #</VirtualHost>  There should be 
around 7.  This is the number of lines we are going to yank and paste in the next few steps.

9) Be sure you pressed esc in in the above step, so you are in command mode, then type 7yy This 
will yank 7 lines of code.  If you counted a different number of lines from #<VirtualHost *:80> 
to #</VirtualHost>, then use that number instead of 7.

10) Now we are going to past our code we yanked at the bottom of the file.  Cursor down (with 
your arrow keys) to the bottom of the file.

11) Tap “i” for insert mode.

12) Cursor to the right as far as you can go, then press enter a couple times.

13) Press esc to get back to command mode

14) Now hit “p” to paste the lines that you yanked earlier.  Yanking the 7 lines and pasting them, we 
just duplicated the original 7 lines.  This way, we will always still have the original 7 lines of 
code (which are currently inactive) while we modify a copy of those 7 lines.
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15) Now you are starting to get familiar with the vi editor.  Just hit “i” to insert text, and esc will 
return you to command mode where you can save your work, yank and paste, and many other 
commands that are available in vi.  We are going to modify our copy of the code we just pasted. 
Using the example below, try to modify these 7 lines as shown, adjusting them for your own 
needs.  Notice I am adding an extra line called ServerAlias.  You may want to do the same as 
well.  

16) Now, we need to save our work.  To do this press esc on your keyboard, then :wq (colon 
followed by w, for write and q, for quit.

17) Note:  If you are going to point other domain names to this server to host web pages, you would 
want to add the new user to your Linux system using the adduser and passwd commands as 
shown earlier in this document.  Then you would simply yank these 8 lines, and adjust them to 
reflect the domain name, and directory location for the new user.  The first virtual host is the 
default, so if a person enters the IP address of your server into the address bar of the web 
browser, the first virtual host should be the one displayed.  Apache uses host headers to 
determine what directory to serve. This means it goes by the host name entered into the address 
bar of the web browser.

18) Now we need to create a directory for the user to store their page in.  As you can see from the 
configuration file in this example, the location of the web page for brycefamily.com needs to be 
in /home/ricky/public_html.  The reason each user needs their own public_html directory is  
because we are later going to configure the FTP server for that user, and each user will only 
have access to their own directory.  We will create the folder, and web page in the next few 
steps.
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19) We already added some users in a previous lesson, so let's make sure each user we added has 
their own folder in the /home/directory.  Type cd /home to change to the home directory.

20) Now type ls (list)

21) Looks like we are good to go here.  When the user “ricky” was added, a folder was 
automatically created in the home directory.  We do need to make the folder “ricky” available 
for apache to access.  To do this, type chmod 711 ricky  (substitute the username you are using 
instead of “ricky”) To fully understand the chmod command, you can do a simple google 
search, but we are simply entering a binary code for 3 different types of users, and giving them 
read, write or execute permissions.  For example, the first number is 7 which is 111 in binary, so 
you are giving the user himself read, write, and execute permissions.  The second number is the 
group permissions 1, which is 001 in binary, so everyone in the group the user is in only has 
execute permissions.  The last number again is 001, so others will only have execute 
permissions.

22) Now we need to go into his home directory, and add the public_html folder that apache is 
looking for.  Type cd ricky to enter the user's directory.   (again use your own username instead 
of “ricky”.

23) Now type mkdir public_html to make the directory the user will store his web page in.
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24) Type ls -al (optional step)  Notice the folder public_html is owned by root, and is set up for the 
root group.  That's because we created the folder as root.  We need to set this folder up so ricky 
owns this folder, and it's in ricky's group.  

25) Type chown ricky public_html

26) Type chgrp ricky public_html

27) Now, type ls -al You will see that “ricky” or your own user and group now owns the folder.

28) It looks like the permissions might be OK, but you can type chmod 755 public_html to be 
sure.

29) Now let's become the user “ricky” so we don't have that problem.  This way any file we create 
will be owned by “ricky”.
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30) Type su ricky  You will notice the # sign on your cursor became a $ indicating that you are no 
longer the privileged user.

31) Let's enter the public_html directory.  Type cd public_html
32) Now we are ready to create the first web page, and save it....  By default, apache looks for a file 

named index.html, or index.php to serve.  We'll just create a simple index.html file.  The vi 
editor can do this for us.  Just type vi index.html

33) Tap “i” for insert mode, and create your page as shown:

34) Hit esc on your keyboard, then type :wq to write the file and quit.

35) Now type exit to get back to the root user.

36) Because we changed the httpd.conf file, we need to restart apache.  

37) Type /etc/init.d/httpd restart

Note:  In this example, the host file was not set up properly, so apache displayed a warning that the 
domain name could not be determined reliably.  If your host file is set up properly, apache should start  
and stop with out this warning.  We configured the host file in the section “Setting the Host Name”.
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38) I made a change to the host file, and now it is properly configured.  This time, when I restart 
apache, I do not receive the warning.

39) Open your web browser, and try to load your page by typing your domain name in the address 
bar.

40) Congratulations!  Your web server is running!
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Webmin (Web Administration)
Now, we are going to provide ourselves with an easy way to administer the server graphically.  This 
document will assume you are logged onto your server as a standard user using PUTTY.

1) Type su to become the super user.

2) Now, we need to copy a link from the latest version of webmin.  We will get a link to the RPM 
file since this is a redhat based system.  Go to webmin.com, and let's see what the latest version 
is.

3) It looks like the latest version today is 1.430.  Click the link for the RPM file.

4) Click cancel, because we do not want to save the file to our own machine.
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5) Right-Click the direct link, and copy the link location.

6) In PUTTY, type RPM -Uvh (then space) then right click and paste the link location.

7) Press ENTER, and webmin should install.  This could take a very long time (an half hour or so) 
on slower systems, but when webmin is finished installing, you will be returned to the 
command prompt.  
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8) Now, let's test webmin.  Open your web browser, and type http://brycefamily.com:10000 into 
your address bar.  That's port 10000 (ten thousand)  You will substitute your own domain.  Be 
sure to put a colon “:” between your domain name and the port #.

9) Enter root as your username, and enter your root pasword to log into webmin.  If you have a 
small VPS machine, logging in could be slow.  
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10) Now, let's set up encryption for webmin, so we are not sending out the root password in plan 
text.  
1. Under the Webmin Category, click Webmin Configuration

2. Now click SSL Encryption.

3. Download and install the Net::SSLeay Pearl module.

4. Verify the transaction was complete.
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5. Now, we need to set webmin to use the encryption we just installed, so go back to Webmin 
Configuration in the navigation tree on the left.

6. Go back to SSL Encryption.

7. Choose to Create a Certificate.

8. Populate the fields on your form to create the SSL Key, then click “Create Now”

9. The key should have been successfully created.

10. Return to Webmin Configuration
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11. Go back to SSL Encryption

12. Choose to enable SSL if available.

13. Save your settings.

11) Now, you will be asked to accept the certificate into your web browser.  If your browser 
complains about the certificate, you may need to add an exception.  Look at your screen 
closely.  There should be a way to continue anyway.  If you are using IE, there may be a bar at 
the top of your browser window to click on.   We are not going to worry about getting the 
certificate signed by a trusted authority for this lesson.
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12) Now, access your server by entering https://brycefamily.com:10000 (substitute your own 
domain)  Notice the letter 's' after http.  This means you are accessing a secure site.

13) Webmin is now configured, and ready for the root user to utilize.
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MySQL (Database Server)
MySQL is a database server, and plays a major role in dynamic web pages, such as guestbooks and 
forums.  This lesson will walk you though how to set up a MySQL Database for your user.  

1) Before we do anything with MySQL, we need to log into your server using PUTTY, and set the 
root password for MySQL.  This password does not have to be the same password as your 
Linux system account.  I'm going to assume that you are logged in as a standard user.

2) Now, type su to access super user priviledges.

3) Now, type /etc/init.d/mysqld start to start mysql server.  Notice the 'd' after mysql (daemon) 
Here you can see I typed the command incorrectly the first time.  Later on, we'll configure 
MySQL to start automatically when the virtual machine boots.

4) Now, type this command.  mysqladmin -u root password Gr8Us7  Obviously, you will 
substitute Gr8Us7 for the password you wish to use.  In the future if you wish to change the root 
password, just use the same command, but type a -p after mysqladmin, and you will be 
prompted for the old password before the new password is active.

5) Now let's install phpmyadmin into the server, so users can access their databases.  Just type 
“yum install phpmyadmin” at the command prompt for root.

6) You will be asked to verify it's OK to install the packages, then you should get a message 
stating the install is complete.
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7) Next, we will need to set a directive in the apache configuration file to allow users to access the 
phpmyadmin program we just installed, so they have an easy way to administer their database. 
Type cd /etc/httpd/conf/

8) type vi httpd.conf to edit the apache configuration file.

9) Hold Control + F (control and F at the same time) until you reach the end of the file.  This is 
where our custom configuration is located for virtual hosting.  

10) Tap “i” for insert mode.

11) Use the up arrow key to move  above our first virtual host entry, and the virtual host example 
we used when configuring the virtual hosts in the Apache lesson.  You will place your cursor at 
the end of the line maked NameVirtualHost *:80 as shown.
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12) Press the enter key a couple times, and add the directory directive as shown.

13) Press the escape key on your keyboard (esc) to return to command mode.

14) Type :wq (colon, then w for write, and q to quit)

15) Restart apache by typing /etc/init.d/httpd restart
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16) Now, let's give our user a database they can access.  To do this we can go to webmin, and under 
servers, click MySQL Database Server.  Remember, we set up webmin earlier, and to access 
webmin, just go to https://brycefamily.com:10000 (substitute your own domain)

17) Now, login with the root username and password which you set up earlier in this lesson., and 
save your changes.

18) Create a new database.
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19) I'm going to create this database as ricky_main.  This helps me to determine which databases 
belong to specific users, and also helps to group the databases together by username.  We'll let 
the users create their own tables.  Click “Create” once you have the database name in place.

20) Now, we'll have to relate the user “ricky” to this specific database.  Under “Global Options”, 
click “User Permissions”

21) Create a new user.
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22) Enter the username and password for the user, and I'm limiting the host to “localhost” with no 
other priviledges.  We will configure this user's priviledges at the database level.  Click “Create” 
to build the user.

23) Verify the new user has been added.

24) Return to the database list
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25) Now, let's go to “Database Permissions”

26) Now, we'll “Create New Database Permissions”:
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27) Now, we'll grant the user “ricky” all privileges to his database (ricky_main).  To select all 
privileges, select the first item in the privilege list, then hold “shift” on your keyboard, and 
select the last item in the privilege list.  Click “Create” to build the permission.

28) Verify the permission was created:
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29) Now let's reboot the server just to ensure all changes are active.  To reboot the server, just go to 
PUTTY (which is probably still running), and type reboot.  You will need to be root to reboot 
the server.

30) Using PUTTY, you need to log back into your server.

31) If you logged in a a standard user, type su to become the root user.

32) Type /etc/init.d/mysqld to start MySQL (we will set it to automatically start in a later lesson)
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33) Now, go to your web browser, and enter http://brycefamily.com/phpmyadmin in the address bar. 
As you can see, we are getting close, but still not quite there yet.  We'll take care of this error in 
the next step, but you should see something like what is shown in the image below.  If not read 
the notice below the image.

Notice!!  If you are forbidden from accessing the directory, the /usr/share/phpmyadmin line in the 
<directory> directive in the httpd.conf file is case sensitive.  I noticed in CentOS 5, phpmyadmin is  
all lower case when installing with YUM, but Fedora was phpMyAdmin.  To check this, log onto the 
server with root privileges in PUTTY.  Type cd /usr/share  Then type ls to list the contents of the 
directory.  Make note exactly how the phpmyadmin directory is spelled (case sensitive), and ensure 
this  is what you used in step 12 above.  If you still have trouble, be sure phpmyadmin is installed 
(type yum install phpmyadmin)  Also, be sure the <directory> directive is entered exactly as shown in 
step 12.  You can also try to reboot the server if you still have issues.
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34) Now, let's take care of this error we care getting.  We need to enter a secret passphrase just for 
the purpose of encryption.

35) In putty (as root), type cd /usr/share/phpmyadmin  If you get an error, try 
cd /usr/share/phpMyAdmin (if that is how your directory is cased)

36) Now, type vi config.inc.php  (This will allow us to edit the config file for phpmyadmin)

37) type /blowfish  (forward slash, then blowfish.  This will search for the blowfish text)

38) Tap “i” to get to insert mode.

39) Cursor over between the two apostrophes, and enter a passphrase of your own.  (be sure the 
passphrase is between the two apostropes!!!)

40) Press esc on your keyboard to escape to command mode.

41) Now type :wq (colon, then w for write, and q for quit)
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42) Now, I'm going to brycefamily.com/phpadmin, and I at least get a login screen, but I still get 
another error.  We are taking this one step at a time.  In the next step, we will resolve this error.

43) In PUTTY, type yum install php-mcrypt as the root user.  You will be asked to confirm the 
installation.  You will be informed when the installation is complete.
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44) Now, I'm going to go back to http://brycefamily.com/phpmyadmin, and should get a login 
screen without errors (again, use your own domain)

45) .If so, login to phpmyadmin  If you still have errors, you might try a google search to figure out 
how to correct them. You are using the password you gave the user when you assigned them 
database permissions.

46) The user can now create tables.  Again, you are responsible for verifying security, but if you are 
the only user, and you are the administrator of all the web pages, you will have less to worry 
about!
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VSFTP (FTP Server)
Now we'll configure the Very Secure File Transfer Protocol Server (VSFTP)  VSFTP is already 
installed on your virtual CENTOS machine.  We just have to configure it to be able to accept passive 
FTP on certain ports, and limit users to their own directory.

1) Log on to your server as a standard user.

2) Type su to gain root access.  (You will be prompted for the root password)

3) Type yum install vsftpd to install the vsftpd server.  You will be prompted to confirm the 
installation.

4) Type cd /etc/vsftpd/ to enter the configuration directory for the server.

5) Type vi vsftpd.conf to edit the configuration file.

6) Type /anonymous_enable to locate code that enables anonymous users.
7) Hit “i” for insert mode within the vi editor
8) Cursor to the end of the line, and set the anonymous_enable directive to the value of NO as 

shown:

9) Hit esc on your keyboard.

10) Type /connect_from_port_20

11) Tap “i” for insert mode.

12) Using your mouse keys, go to the end of the line, then press enter.
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13) Add the passive min and max port as shown.  This sets up the random ports which are used for 
passive connections. (sixty-thousand to sixty-thousand five hundred)

14) Next, we are going to jail users to the own home directory using a chroot directive, so press esc 
on your keyboard to get back to command mode.

15) Type /chroot to search for the chroot section of the vsftpd configuration file.

16) Tap “i” for insertion mode

17) Using your cursor keys you must add the chroot_local_user=YES directive at the location as 
shown below.  This line does not exist, so you must add it at the appropriate location for the 
purpose of organization within the configuration file.

18) Press esc to exit to command mode.

19) Now hit :wq (colon, then w for write, and q to quit)
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20) Now, we'll start the vsftp server.  Type /etc/init.d/vsftpd start  (We'll configure this to start 
automatically later when the machine boots)

21) Next, let's test the FTP server.  You can download your favorite FTP client.  I like to use 
FileZilla.  You can download from filezilla-project.org

22) Run FileZilla, and enter the hostname, username and password of your standard user.  Here you 
can see that the FTP client is working fine, and if you double click the public_html folder, you 
will see the index.html file which we created earlier.

23) The user can now drag files into the public_html folder for use on his web page
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Postfix (Mail Server)
Postfix is a mail server which I far prefer to the default program SendMail because of ease of 
configuration (and other things).  Postfix is responsible for delivering mail when you send a message, 
and receiving mail from the Internet, and placing that mail into your mailbox.  

We are also going to configure Postfix to use the Procmail filter, which will call SpamAssassin to rate 
messages for Spam.  

We also must set up support for SASL authentication.  This is so only authenticated users can send mail 
through the server.  We don't want someone using the server to send spam.  That would be called an 
“Open Relay”  An ISP does not usually configure SASL authentication because you are on one side of 
their server (the side they allow mail from), and the Internet is on the other side of the server.  In our 
case, you will be accessing the server from the Internet side just like everyone else, so we have to be 
careful about who we accept messages from.  

When a user connects to the server with a mail client, such as Thunderbird, or Outlook, the Dovecot 
server will deliver the mail to them.

As you can tell, quite a bit is going on, but it's really pretty easy to configure.  Be sure you followed the 
procedure for configuring your DNS servers, and that you have set up the mx entry under Total DNS 
Control

With this configuration, any unix user you added using the adduser command will be able to receive 
mail from the system using their username and password, so if other users want to use your domain as 
their email address, you simply add them with the adduser username and passwd username 
commands as we did earlier.

1) If you haven't done so already,  log into your server, and become the root user with the su 
command.

2) We are going to first erase sendmail from your server.    Type yum erase sendmail

3) Now, we'll install postfix, spamassassin, and procmail if they are not already on our system. 
Type yum install postfix spamassassin procmail dovecot
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4) Next, we'll configure Postfix.  Type cd /etc/postfix (This will change to the postfix 
configuration directory)

5) Now type vi main.cf (We are using the vi text editor to edit the main postfix configuration file.)

6) Type /#myhostname to search for the first entry we must modify.  

7) Tap “i” for insert mode.

8) Change the entry to read myhostname = mail.brycefamily.com (substitute your own domain 
name)  Be sure to remove the # sign at the beginning to make the line active.  This is called 
“uncommenting” the line. Any text after the # sign is ignored by the program, such as 
comments the author of the file might write to help you understand the purpose of an entry..

9) Now press esc on your keyboard to take the editor into command mode.  

10) Type /#inet_interfaces to search for the entry where we configure which interfaces to accept 
mail from.   

11) Tap “i” for insert mode.

12) Uncomment the line “inet_interfaces = all”

13) Place a # sign before the line “inet_interfaces = localhost”  (Thus, commenting out the line so it 
is ignored)
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14) Now press esc on your keyboard to take the editor into command mode.  

15) Type “/mydestination =” (Without the quotes)  to search for the entry where we configure 
which domains for which this server will accept mail.  

16) Tap “i” for insert mode.

17) Comment out the first line (by placing a # before it), and uncomment the second line (by 
removing the # sign).  Notice the second line contains the variable $mydomain which is by 
default what you used for myhostname, minus the first component.  Since I used 
mail.brycefamily.com as myhostname, mydomain will be considered to be brycefamily.com.

18) Note:  If other domains are pointing to your server, and you wish to accept mail to those 
domains, simply add a comma after $mydomain on the line you commented out, and add those 
other domains (separated by commas)  Postfix will ONLY accept mail for domains specified 
under mydestination, even of the DNS for other domains are configured to point to your server.

19) Now press esc on your keyboard to take the editor into command mode. 
 

20) Type /procmail to locate the entry where we configure procmail to act as our mail filter.  For 
my purpose, I want to mark mail as spam if it has a spam rating of 5, and drop the mail if it has 
a spam rating of 10.  We'll configure Procmail later, but for now, we are just going to configure 
Postfix to use Procmail for processing mail. 

21) Tap “i” for insert mode.
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22) Uncomment the mailbox_command line, and change the path to /usr/bin/procmail as shown.

23) Now press esc on your keyboard to take the editor into command mode. 

24) Now hold CTRL + F to go to the end of the file (CTRL and F at the same time)

25) Tap “i” for insert mode.

(Next page)
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26) Using your mouse keys, go to the end of the last line, then press enter, to add the following text 
to the end of the file.  The purpose of this entry is to set up SASL authentication, so only valid 
users can send mail.  (You can actually copy this text, and paste it at the bottom of your file if 
you wish.  Be careful to paste it to the very end of the file, and not to corrupt the rest of the 
mail.cf file.  As soon as you right click on the end of the file, the text will automatically be 
pasted if you copied it from here.  Other options are availabe, and you can find them with a 
search engine.

smtpd_sasl_auth_enable = yes
smtpd_sasl_security_options = noanonymous
smtpd_sasl_local_domain = $myhostname
broken_sasl_auth_clients = yes
smtpd_recipient_restrictions = permit_sasl_authenticated, check_relay_domains

smtpd_error_sleep_time = 60
smtpd_soft_error_limit = 60
smtpd_hard_error_limit = 10

27) Press esc on your keyboard.

28) Now press :wq (colon, then w for write, and q to quit)
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29) Note:  Now Postfix is configured, but we need to configure the procmail filter.  Procmail will  
call SpamAssassin to mark messages as Spam.  This will allow us to easily manage Spam on 
our email client such as Thunderbird or Outlook by setting spam rules.  SpamAssassin itself  
will not filter out junk mail, but just marks messages as spam which have a rating of 5 or more. 
Procmail will then be instructed to drop messages with a spam rating of 10 or more, which 
would almost certainly be junk mail.  Keep in mind that no spam filter is 100% accurate, so it's  
not impossible that you could mark or drop some messages that were not really spam.  (take 
that as a warning!)  If you don't want this to happen, simply do not use the last part of the 
configuration file.  I've found, however, that this configuration works out very well for me.

30) Type cd /etc

31) Type vi procmailrc (You will actually be creating the configuration file here)

32) Tap “i” on your keyboard for insert mode.

33) Set up your procmailrc file as follows.  (You can copy and paste the text below if you wish)

Uncomment the following 3 lines and use tail -f procmail.log to debug
#LOGFILE=$HOME/procmail.log
#VERBOSE=yes
#LOGABSTRACT=all

# Send all mail through SpamAssassin

:0fw: spamassassin.lock
* < 256000
| spamassassin

# Mail that is very likely spam (>15) can be dropped on the floor.
# Move the # up one line to save it on the server instead.
# Note that dropping mail on the floor is a *bad*
# idea unless you really, really believe no false positives will
# have a score greater than 15.

:0
* ^X-Spam-Level: \*\*\*\*\*\*\*\*\*\*
/dev/null
#almost-certainly-spam

34) Hit esc on your keyboard

35) Type :wq (colon, w to write, and q to quit)
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36) Now, you can check the configuration with Webmin.  Open your web browser, and type 
https://brycefamily.com:1000 (substitute your own domain)

37) I'm using firefox, so I'm going to add an exception since I didn't pay for a certificate from a 
trusted authority.   You can download firefox from mozilla.org.  Depending on your version of 
Firefox, the procedure may be a bit different.  If you are running Internet Explorer, the 
procedure will be a bit different from below.  If webmin came up automatically, then you can 
ignore the next few steps where I'm accepting the certificate.  (skip down to where we log into 
webmin.)

38) Now, we click “Add Exception”

39) Then, we'll get the certificate.

40) Now, we'll confirm the security exception.
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41) Now let's log into webmin with your root username and password

42) Under “Servers” choose the procmail filter

43) Now, you can see the configuration we just created in the procmailrc file, and you can manage 
your configuration from webmin.
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44) Next, we'll configure the mail aliases.  Aliases simply point fake usernames such as sales, info, 
support, etc to another email address such as ricky@brycefamily.com  This means that if 
someone sends a message to support@brycefamily.com, that message will be redirected to 
ricky@brycefamily.com  To configure the Aliases, click “Postfix Mail Server” under “Servers” 
in webmin. 

45) Now, click on “Mail Aliases”

46) Click the text for “Support”  (not the checkbox, but the text)
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47) Set the address to forward to, then save your changes.  (Note:  support can be forwarded to 
more than one email address)

48) Let's go back to PUTTY, and type reboot at the command prompt.

49) Wait a few minutes, then log back into your server.

50) Type su to become superuser if you logged in as a standard user.

51) Type /etc/init.d/postfix status

52) If postfix is not running, type /etc/init.d/postfix start (We'll configure services to run at startup 
later on.)

53) Type /etc/init.d/spamassassin status

54) If spamassassin is not running, type /etc/init.d/spamassassin start  

55) We'll do the same with dovecot.  Type /etc/init.d/dovecot status

56) If dovecot is not running, type /etc/init.d/dovecot start

57) Now, we are going to test the email client.  You can use Thunderbird,  Outlook, or another client 
of your choice that supports SASL authentication.  For this example, we are going to use 
Thunderbird, which can be downloaded from http://www.mozilla.com/en-US/thunderbird/

58) Here, I've canceled the account wizard, so I can configure the account manually.  
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59) Click Tools | Account settings.

60) Then, add an account.

61) This will be an email account.  Click Next
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62) Populate your name and your email address.  Click “Next”.

63) Configure your incoming, and outgoing mail servers.  Click “Next”:

64) Set your username.  (You will be using the username and password you added in an earlier 
lesson (adduser and passwd commands)  Click “Next”
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65) Here, I'm using the default account name.  Again, click “Next”.

66) Verify your information, then hit “Finish”  Then press “OK”

67) Your email client should be set up.  You can now test your email by sending to another email 
account.  You will also want to test your email by having the other account send a message to 
your username on this server.  You will be asked for the password.  This will be the Unix system 
password from when you added the user with the adduser and passwd commands in an earlier 
lesson.
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68) You can also try to send a message to yourself on your own server.  If you can send a message 
to yourself, but other's aren't getting messages you send, be sure the reverse DNS is properly set 
up.  You can google sites that will do a reverse DNS lookup on your IP address.  Reverse DNS 
is necessary so other servers can verify your server is who it says it is.  This will minimize the 
chance of your messages being dropped by the remote server.  In the “Configuring DNS” 
Section, I'm showing you how to generate a reverse DNS request with VPSLink.  You can't 
configure Reverse DNS on your own.  You need to contact support, and have them do it for you. 
If you are using Outlook Express, be sure to check the box that states your mail server requires 
authentication.  No encryption such as SSL is used...  Just Authentication.  See the image 
below...

69) Here's the settings screen:
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SquirrelMail (Webmail)
Squirrelmail is a web based email client.  Not much configuration is required for Squirrelmail.

1) First, let's make sure squirrelmail is installed.  Type yum install squirrelmail

2) Now, let's make sure some services are running.  (We'll configure these later to start 
automatically)
1. Type /etc/init.d/postfix status.  

If postfix is not running, type /etc/init.d/postfix start 
2. Type /etc/init.d/dovecot status.  

If dovecot is not running, type /etc/init.d/dovecot start
3. Type /etc/init.d/spamassassin status.  

If spamassassin is not running, type /etc/init.d/spamassassin start

3) Now, we need to set the host name in the squirrelmail configuration file.  Type 
cd /etc/squirrelmail/ 

4) Type vi config.php (This will allow us to edit the config.php file in the vi editor)

5) Type /domain to search for the domain entry.

6) Tap “i” on your keyboard for Insert mode.

7) Configure your domain as shown:

8) Press esc on your keyboard for command mode.

9) Type :wq (colon, w for write, and q to quit)

Page 62 of 78



10) Now, we'll configure the Apache web server to serve the webmail directory for Squirrelmail. 
Type cd /etc/httpd/conf/ to enter the Apache configuration directory.

11) Type vi httpd.conf to edit the Apache Configuration file

12) Tye /NameVirtualHost to locate our custom directives for Apache.

13) Tap “i” for insert mode.  Type or paste the following text beneath the NameVirtualHost line

#  This directory entry is required to make Squirrelmail work.
<Directory /usr/share/squirrelmail>
     AllowOverride All
     Order allow,deny
     Allow from all
</Directory>

14) Your text should appear like this:

15) Hit esc on your keyboard to go to command mode.

16) Now type :wq  (colon, then w to write, and q to quit)

17) Restart apache:  /etc/init.d/httpd restart

Page 63 of 78



18) Now bring up your web browser, and we'll test your work!  Enter 
httpd://brycefamily.com/webmail into your address bar.  (substitute your domain).  You should 
get a log in screen for Squirrelmail!

19) Log into squirrelmail using a standard user name, and you should be able to check and send 
emails.

20) Note:  With this configuration, all domains will be able to access the webmail folder.
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IPTables (Firewall Configuration)
Next, we'll configure the IPTables firewall.  We can do this graphically.  I firewall is useful for blocking 
the ports of services which do not need to be accessible from the Internet.  This makes your server 
more secure.  IPTables can also be used to drop abusive IP addresses, and hinder “brute force” attacks, 
where the attacker will attempt to gain access to your system by sending random usernames and 
passwords.

1) We are going to set up our initial firewall configuration from webmin, so in your browser's 
address bar, go to https://brycefamily.com:10000  (You may have to force the browser to accept 
the security certificate as we did in earlier lessons.

2) Log in with your root username and password.

3) Under “Networking”, choose “Linux Firewall”
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4) We are going to chose “Block all except ports used for virtual hosting, on interface:  Eth0”, then 
hit “Setup Firewall”

5) Next, we'll need to open a few more ports, and customize the firewall to minimize the chance of 
“brute force” or “dictionary” attacks.  The easiest way to do this is to manually edit the iptables 
firewall configuration file.  Go to PUTTY, and login.  Type su to become the root user if you 
are logged in as a standard user.

6) Type cd /etc/sysconfig/ to enter the directory where our firewall configuration is stored.

7) Type vi iptables to open the file for editing with the vi text editor.

8) Cursor down about 21 lines until you are immediately after the *filter section.  You will be 
sitting on the line that reads # Accept traffic from internal interfaces.

9) Tap “i” on your keyboard to get into Insert mode.  

10) Press enter 5 times to give yourself some blank space above the line you are on.
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11) Cursor up (with your up arrow key) 3 times.

12) Copy the following rules, and paste them into your text editor:

###############################This is the custom rules######################
# A few more things.  Let's drop Brute force attacks....

#Now Let's deal with Brute Force SSH Attacks

-I INPUT -p tcp -i eth0 --dport 22 -m state --state NEW -m recent --set
-I INPUT -p tcp -i eth0 --dport 22 -m state --state NEW -m recent --update --seconds 300 --hitcount 3 -j 
DROP

-A INPUT -p tcp --dport 22 -m state --state NEW -m recent --set --name SSH -j ACCEPT
-A INPUT -p tcp --dport 22 -m recent --update --seconds 60 --hitcount 4 --rttl --name SSH -j LOG --
log-prefix "SSH_brute_force "
-A INPUT -p tcp --dport 22 -m recent --update --seconds 60 --hitcount 4 --rttl --name SSH -j DROP

#Now Let's deal with Brute Force FTP Attacks

-I INPUT -p tcp -i eth0 --dport 21 -m state --state NEW -m recent --set
-I INPUT -p tcp -i eth0 --dport 21 -m state --state NEW -m recent --update --seconds 300 --hitcount 10 
-j DROP

-A INPUT -p tcp --dport 21 -m state --state NEW -m recent --set --name FTP -j ACCEPT
-A INPUT -p tcp --dport 21 -m recent --update --seconds 20 --hitcount 10 --rttl --name FTP -j LOG --
log-prefix "FTP_brute_force "
-A INPUT -p tcp --dport 21 -m recent --update --seconds 20 --hitcount 10 --rttl --name FTP -j DROP

#Block Bad Guys
#-A INPUT -s IPAddressOfBadGuyHere -j DROP

#Now, let's set up EchoLink Proxy Ports (For Ham Radio Operators only)
-A INPUT -p udp -m udp --dport 5198:5199 -j ACCEPT
-A INPUT -p tcp -m tcp --dport 5200 -j ACCEPT
-A INPUT -p tcp -m tcp --dport 8100 -j ACCEPT

#Open passive ports for VSFTPD
-A INPUT -p tcp -m tcp --dport 60000:60500 -j ACCEPT

###############################End of the custom rules######################

13) Note:  You may want to check out other common attacks as well, so you are prepared to set up 
your firewall to defend against them if you have a problem.
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14) Hit esc on your keyboard to take the editor back to command mode.

15) Press :wq (colon, w for write, and q to quit)

16) Now, let's see if the firewall will restart.  Type /etc/init.d/iptables restart

17) It looks like our configuration was successful!!  Contratulations.
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Configure Services (for startup)
Next, we'll configure some essential services to start when the system starts.  Since the VPS will 
default to Run Level 3 (text mode only), this is the run level we will configure.  The Run Levels for 
CentOS are as follows:

Run Level 0 – Halt (shutdown)
Run Level 1 – Single-user Text Mode
Run Level 2 – Multi-User without NFS
Run Level 3 – Full Multi-User Text Mode
Run Level 4 – Not used (User Defined)
Run Level 5 – Full Multi-User Graphical Mode (With graphical login screen)

Since we can't actually be at the VPS, we can just stay in Run Level 3, and the graphical interface will 
not start on the local system when the computer boots, although we will still have web pages we can 
administer the server through.

We don't need to go there right now, but the run level configuration can be edited in the /etc/inittab file 
on your VPS system.  Since a graphical interface is not installed, and we definitely need networking, 
we will NOT edit the file at this time.

Let's configure the services.

1) Login as a standard user

2) Type su to become the root user
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3) Type cd /etc/rc.d

4) type ls to list the subdirectories

5) Since we are editing run level 3, we need to go into the rc3.d folder.  Type cd rc3.d

6) Type ls to see how the services are configured.

7) Services beginning with a K are killed during this run level.  Services beginning with an S are 
started during this run level.  It's important to know the K and S are capitalized.    The number 
immediately following the K or S indicates what order the service is Killed or Started.  We need 
several services to start which are not already configured, so we will use the mv (move) 
command to rename some of the services, so they will be started instead of killed during this  
run level.
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8) Type mv K05saslauthd S05saslathd (This will authenticate smtp messages if you are using a 
mail server)

9) Type mv K30spamassassin S30spamassassin (This will check and mark messages for spam)

10) Type mv K35dovecot to S05dovecot  (This will allow users to receive email through their 
email client)

11) Type mv K50vsftpd S50vsftpd (This is the FTP server, which will allow users to upload web 
pages.)

12) Now type ls to verify all needed services will run at startup.

13) Now you can reboot your machine, and all needed services (so far) should be running.  Just type 
reboot.
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EchoLink Proxy (for ham radio)
EchoLink Proxy can be used by licensed amateur radio operators only.  If you are a licensed amateur 
radio operator, you can use the VPS Server to connect to EchoLink if you are behind a firewall, or do 
not have a public IP address.   For example:  Licensed amateur radio operators who travel would 
greatly benefit from EchoLink Proxy since each room in a motel has a private IP address, and the 
operator does not have control of the router, so cannot direct EchoLink traffic to his computer.

This document will assume you have opened the appropriate ports on your server.  We did this earlier 
in this document under the section “IPTables”.

1) Be sure you are logged in, and type su if you are not the root user.

2) Now we need to install Java, since the EchoLink proxy is written in Java.  To install java 
support, type yum install java

3) Be sure all packages are complete.  I had to run yum install java twice when building this 
example.
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4) Now, we need to get the EchoLink packages.  Go to echolink.org, and click “Download”

5) Enter your callsign and email address, then submit.

6) Under “Other Downloads”, right click the http link for EchoLink Proxy, and choose “Copy Link 
Location”.
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7) Now, back in PUTTY, type cd / to enter the root directory.  (cd to change directory, then a 
space, then a forward slash)

8) Now, in PUTTY, type wget then hit the space bar.

9) Right click just after your cursor in PUTTY to paste the Link of the EchoLink Proxy file that 
we copied earlier.

10) Press “Enter” within PUTTY, and verify your file downloaded properly.

11) Now we need to unzip the EchoLink Proxy file.  Type unzip Echo* (Note:  the text is case 
sensitive.)

12) Verify the files did unzip.

13) Now, the ELProxy.conf file must be configured with a password.  Type vi ELProxy.conf  (This  
will edit the ELProxy.conf file with the vi editor)
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14) Tap “i” on your keyboard for insert mode.

15) Cursor down about 5 lines, and set the password.

16) Hit esc on your keyboard to exit to command mode.

17) Press :wq (colon, then w to write, and q to quit)

18) Next, we'll set EchoLink to run as a service when the computer boots.  Type cd init.d

19) Type vi EchoLinkProxy to create a new file with the vi editor.

20) Tap “i” for insert mode.

21) Paste the following text into your editor.

#!/bin/sh
# description: Echo Link Proxy (java file)
# chkconfig: 2345 99 00

case "$1" in
'start')
        java -jar /EchoLinkProxy.jar /ELProxy.conf &
        touch /var/lock/subsys/EchoLink
        ;;
'stop')
        rm -f /var/lock/subsys/EchoLink
        ;;
*)
        echo "Usage: $0 { start | stop }"
        ;;
esac
exit 0
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22) Hit esc on your keyboard to enter command mode.

23) Type :wq (colon, then w to write, and q to quit)

24) Now, we have to set permissions on the file.  Type chmod 755 EchoLinkProxy

25) Next, we'll create a symlink to the script in the rc3.d file.  Type cd /etc/rc3.d/ to enter the 
directory for run level 3

26) Type ln -s /etc/init.d/EchoLinkProxy S99EchoLinkProxy

27) Type reboot, and we'll see if EchoLinkProxy starts.

28) If you haven't done so, go back to EchoLink.org, and download the main EchoLink program. 
You will have to register, and get validated if you haven't already done so.  That could take a 
couple days.

29) Click Tools | Setup from the menu bar

Page 76 of 78



30) Be sure all fields are populated on “My Station” tab.

31) Click the Proxy Tab, and enter the hostname of your server, and the password you specified in 
ELProxy.conf.  Then hit “ok”.
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32) You should now be connected.  I'm going to test my connection by searching for a station:

33) I can verify I've sucessfully connected through the proxy.  You need to actually test this by 
voice to verify communication is possible through the proxy.

34) More information can be found at EchoLink.org
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